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PURPOSE:

King County, as a government entity, conducts public business. As such, the records related
to the bus¡ness of King County are available for publ¡c review unless an exemption applies.
Nevertheless, King County is committed, to the exteni allowable by law, to protect and
secure Personally ldentifiable lnformation contained in Organization records. The privacy
commitment must be balanced with the rìghts of public access under Chapter 42.56 RCW.
(Public Records Act) and consistent with KCC 2.14.030 and any other applicable federal,
state, and local statute or regulation.

APPLICABILITY:

This policy applies to all King County Organizations and Workforce Members.

REFERENCES:

3.1 Children's Online Privacy Protection Act of 1998 (COPPA) 15 USC SS 6501-08

3.2 King County's "Commitment to protecting privacy" KCC 2.14.03O

3.3 Destruction, disposition, donation of local government records - Preservation for
historical interest - Local records committee duties - Record retention schedules -
Sealed records RCW 40.14.070

3.4 Publ¡c Records Act Chapter 42.56 RCW

3.5 Residences - Rules and regulations - Audits - Confidentiality - Criminal penalty.

RCW 84.36.389

3.6 Director of Records and Licensing Services as Custodian of Records KCC 2.16.035
(see Auditor as custodian of records RCW 65.04.140)

3.7 Disposition of Public Records in King County INF 15-3-l (AEP)

3.8 OECD (Organization for Economic Co-operation and Development) Gu¡delines on the
Protection of Privacy and Transborder Flows of Personal Data

3.9 lnformation Technology Policy and Standards Exception Request Process

2.0

3.0
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4.0 DEFINITIONS:

4.1 lnformation Privacy: Ensuring that individuals maintain the abìlity to control what

information ìs collected about them, how it is used, who has used ¡t, who maintains ¡t

and what purpose it is used for as provided within the ìaw.

4.2 Organizat¡on: Every county office, officer, ¡nstitutìon, department, division, board,

and commiss¡on.

4.3 Personally ldentifiable Information (Pll): Any informat¡on concern¡ng an individual

which is contained in an Organization record and, because of name, identifying

number, image, mark, or description, can be readily associated with a particular

individual, including informat¡on contained in printouts, forms, written analyses, or

evaluat¡ons.

4.4 Workforce Member: Employees, volunteers, and other persons whose conduct, in

the performance of work for King County, is under the d¡rect control of King County,

whether or not they are paid by King County. This includes full and part time elected

or appointed officials, members of boards and commissions, employees, affiliates,

assoc¡ates, students, volunteers, and staff from third party entities who provide

service to King CountY.

5.0 POLICIES:

5.1 Notification - ln general Organìzations that collect Personally ldentif¡able lnformation

shall at the time of collection provide notice that the law may require disclosure of the

information as a public record.

5.2 Collection and Use - Organizations that collect Personally ldent¡fiable lnformation

shall obta¡n this information through legal means.

5.2.1 Purpose - When Personally ldentifiable lnformation is colìected directly from

the indìvidual, Organizations shall at the time of collectìon ident¡fy the purpose

for collecting the information.

5.2.2 Limits - Organizations shall l¡mit the collectÌon of Personally ldent¡fiable

lnformatìon to that whìch is relevant and necessary for the stated purpose in

order to conduct Organization business.

5.2.3 Accuracy - Organizations shall take steps to ensure collectìon of Personally

ldentifiable lnformation is accurate, complete and current.

5.2.4 Use - Personally ldentìfiable lnformation shall be used by Organ¡zation

Workforce Members on a need-to-know basis and only for the stated purpose

for which it was collected.

5.2.5 lnternet Collect¡on - ln order to ensure the protection of Personally

ldentifiable Information via the internet, any Organization collecting Personally

ldentifiable lnformation via the lnternet must use collection and lransmission
encryption technologies approved by the Chief lnformation Security and

Privacy Officer (CISPO).
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5.2.6 Children - Organizations that collect Personally ldentifiable lnformation from
children under the age of 13 using the lnternet shall comply with the Federal
Children's Online Privacy Protection Act.

5.2.7 Method - Organizations using the lnternet to receive Personally ldentifiable
lnformation from an ind¡v¡dual shall offer a non-lnternet based alternate
method for receiving ihis information.

Disclosure - Organizatrons and its Workforce Members shall not disclose, sell or
make ava¡lable Personally ldentifiable lnformation to a Thìrd Party without rece¡ving
written consent from the individual who is the subject of the Personally ldentifiable
lnformation unless (1) it is required or permitted by law, or (2) it is needed to complete
the individual's transact¡on w¡th the Organization.

5.3.1 Notice - As required by law Organizations shall provide notice to the
individual when a Third Party has gained unauthorized access to an
individual's Personally ldentifiable lnformation.

5.3.2 Business Partner/Associate - Organizations that disclose Personally
ldentifiable lnformation to a business partners or associates shall ¡nclude
contract language requiring that Personally ldentifiable lnformation must be
managed in a manner consistent with this Policy and any applicable
Organization-spec¡f ic pol¡cies.

Retention and Dísposal

5.4.1 Retention - Organizations shall retain Personally ldentifiable lnformation only
as long as it is necessary to conduct county business and in accordance w¡th
the records retent¡on schedules approved by the locaÌ records committee
authorized under RCW 40.14.070.

5.4.2 D¡sposal - Organizations shall dispose of Personally ldentifiable lnformation
in a secure manner that does not disclose Personally ldentifiable lnformation
in accordance w¡th INF 15-3-1 (AEP), Disposition of Public Records in King
County.

Security - Organizations shall take adm¡nìstrative, technological, and physical

measures to safeguard Personally ldentif¡able Information. Organizations shall
comply with countywide and Organization-specific informat¡on security polic¡es and
standards.

lnspection and Correction - Organizations shall allow an ind¡v¡dual to review his/her
Personally ldentifiable Information and, upon request, Organizat¡ons shall make
timely corrections, after:

5.6. 1 Authenticating the identity of the individual requesting the change;

5.6.2 Verifying the information to be changed using author¡tative sources provided
by the indiv¡dual requesting the change; and

5.6.3 Notifying the individual of the change.

5.3

5.4

5.5

5.6
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5.7 Contact - King County's Privacy Notice shall identify a point of contact for privacy

ìnquiries. An Organization may also identify an addìtional point of contact for privacy

inquiries.

5.7.1 Chief lnformation Security and Privacy Officer - The county CISPO shall

track all privacy inquiries until resolution.

5.7.2 Organizat¡on Contact - Each Organization that collects, uses, or shares

Personally ldentìfiable lnformation shall designate a privacy coord¡nator as the

focal point for the Organizat¡on privacy inquiries who will investigate or

coordinate with the county Chief lnformation Security and Privacy officer to

invest¡gate.

5.7.3 lnitial Point of Contact - Each Organization must either designate its own
point of contact for an inquìry or ¡dentify the county initiaì polnt of contact.
Organizations designating an initial po¡nt of contact must provide the county

initial point of contact with the informaiion necessary to track all privacy

inquir¡es until resolutìon.

5.8 Privacy Notice - Organizations shall post the King County Privacy Notice that is
attached hereto as Exhibit A, wherever Personally ldentifiable lnformation is

collected.

5.8.1 lnternet - All web pages that receive Personally ldentif¡able lnformation shall

display King County's Privacy Not¡ce from a l¡nk on the web page.

5.8.2 Customer Service Office - All customer service offices of Organizations that
receive Personally ldentifiable lnformation shall conspicuously display King

County's Pr¡vacy Notice and provide a pr¡nted copy upon request.

5.8.3 Organization Specific Privacy Notice - Organizations with an additional
privacy notice based on more stringent rules shall also post and provide

copìes of the Organization-specific notice.

5.9 Expectations Of Workforce Members - Workforce Members aware of Personalìy

ldentifiable lnformatìon that ¡s ¡nadequately secured or has been inappropriately

disclosed are to promptly notify the county Chief lnformation Secur¡ty and Privacy

Officer.

5.10 Organization policies - Organizations may develop more str¡ngent lnformation

Privacy policies and standards as needed to address Organization-specific cases.

5.1 1 Compliance

5.11.1 At least annuaìly, Organizations shall review lnformation Privacy processes,

procedures and practices and any Organization specific policies and

standards, for compliance with th¡s pol¡cy.

5.1 1 .2 Annually the executive, judiciary, council and all other elected officials shall

verify in writing to the Chief lnformation Officer (ClO) that its Organization is in

compliance with this policy and identify any areas where compliance has not

been achieved.
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5.11.3 Annually the CIO shall review the status of Organization adoption and
compliance w¡th countywide information privacy policies and standards and
work with Organ¡zations on any requ¡red compliance follow-up.

6.0 EXGEPTIONS:

Any Organization seeking an exception to this policy must follow the lnformation
Technology Policy and Standards Exception Request Process using the policy and
Standards Request form. Th¡s form can be found on the Office of lnformation Resource
Management polic¡es and procedures Web page at
http ://kcweb. metrokc. gov/oirm/policies.aspx.

7.0 RESPONSIBILITIES:

7.1 Policy oversight - The Public Records Comm¡ttee (PRC) has policy oversight for
information privacy over King County Organizations. Specifically, the pRC is

responsible for reviewing draft countywide information privacy policies, standards and
guidel¡nes, and assessing Organization impact and resources for Organization
implementation.

7 .2 Chief lnformation Officer - is responsible for:

7 .2.1 Providing approval authority for this policy.

7.2.2 Verification of Organ¡zaiion compliance with this policy.

7.3 Chief lnformation Security and Privacy Officer - directs, oversees and strategically
guides the county's pr¡vacy program and is the focal point for privacy at King County.
The Chief lnformation Security and Privacy Officer is responsible for.

7.3.1 Drafting countywide information privacy policies, standards and guidelines,
and directing privacy policy decisions.

7.3.2 Overseeing the countywide privacy tra¡ning program.

7.3.3 Researching existing and emerging privacy laws, regulations and issues, and
communicating th¡s to Organizations.

7.3.4 Overseeing privacy audits and corrective actions to remediate deficiencies.

7.3.5 ldentifying, track¡ng and resolving King County privacy issues, including
oversight of Organizat¡on response to customer complaints.

7.4 Organization pr¡vacy coordinator - coordinates resolution of privacy issues within
the Organization and ¡s the Organ¡zation's focal point for prjvacy issues. The
Organization privacy coordinator is responsible for:

7 .4.1 ldentifying and resolving Organizat¡on privacy issues including customer
complaints.

7.4.2 Reporting pr¡vacy issues and resolutions to the county Chief lnformation
Security and Privacy Officer.
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7 .5 Organization management - oversees Organization privacy policies, practices and

procedures to ensure confidentiality Personaìly ldentifiable lnformation. Organization

management is resPonsible for:

7.5.1 Committing resources and implementing countywide prìvacy policies and

standards.

7.5.2 Developìng and implementing Organization-specific privacy policies and

procedures.

7.5.3 Directing Organization audits of privacy practices, procedures, policies and

standards.

7 .5.4 Ensuring compliance with prÌvacy policies and standards.

7.5.5 Correcting deficiencies in practices and in policies to achieve Organization

compliance.

7.6 Workforce Members - protect Personally ldentifiable lnformation that they come in

contact with in accordance with this policy and with Organization-specific privacy

policies, standards and procedures, and report any vìolations to the county Chief

lnformation Secur¡ty and Privacy Officer.
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