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Executive summary
This report responds to the requirement set forth in Ordinance 17382 to describe the forms of digital communication used by county agencies; the methods used to retain records of digital communication to meet applicable records retention requirements; and the methods used to search records of digital communication to meet applicable public record disclosure requirements.
King County agencies use digital communication in a variety of ways. Specialized applications facilitate business processes, gather statistics on effectiveness of social media tools, and provide access to legislative materials. General-purpose tools are used for: communication, education, information sharing with both internal and external customers, partners and stakeholders; business transactions; public engagement; distribution of general information, news, advisory messages and alerts; marketing of county services; and media relations.
Through the process of compiling the information conveyed in this report, it became apparent that the need countywide for further education of records management best practices and records retention requirements continues. This need is being addressed by the countywide records management initiative. As of December 2013 the countywide records management initiative have signed service level agreements with Departments of Executive Services-Records and Licensing Services Division, Natural Resources and Parks, Transportation, Community and Human Services (DCHS), Information Technology (KCIT), and Adult and Juvenile Detention, the Office of Law Enforcement Oversight, King County Auditor, King County Ferry District, Board of Equalization/Appeals, and the Executive’s Office. 
Background
On May 21, 2007, the King County Council passed Motion 12511, approving the vision, guiding principles, goals, governance and management structure of the King County Public Records Committee (PRC) as outlined in the PRC Charter.  The PRC was established by Ordinance 15608, which called for the creation of a public records committee to advise both the Council and the King County Executive on policy recommendations regarding public records, specifically including both paper and electronic records. Issues coming under the purview of the PRC include privacy, access to and charges for copies of public records, display of records on county websites, planning and implementation of a countywide records storage management plan, and a countywide records management initiative. Ordinance 17382, passed by the Council on July 24, 2012, added the responsibility of advising county agencies on their use of digital communication technology and serving as a forum for sharing and discussing information about the county’s use of digital communications technologies. In addition, Ordinance 17382 directed the PRC to submit a report annually to the Clerk of the Council that includes: 
1. description of the forms of digital communication that are in use by each county agency;
2. description of the methods used by the agency to retain records of digital communication to meet applicable records retention requirements; and
3. description of the methods used by the agency to search records of digital communication to meet applicable public record disclosure requirements.
A description of the forms of digital communication that are in use by each county agency
King County agencies use digital communication in a variety of ways. Specialized applications facilitate business processes, gather statistics on the effectiveness of social media tools, and provide access to legislative materials. Tools in general use, such as digital voicemail, email, Facebook, and Twitter, are used to:
· communicate, educate, and inform constituents, internal and external customers, partners and stakeholders
· conduct county business
· engage the public and promote public involvement
· distribute general information, news, advisory messages and alerts
· market county services
· facilitate media relations
· conduct investigations
· recruit for open positions
Social media tools such as Flickr, Pinterest and Instagram are used primarily to share photographs, historical documents, posters and graphics. 
A complete description of how county agencies use digital communication technology is attached as appendix A. A chart showing the types of digital communication used and the numbers of agencies using that form of digital communication is included as appendix B.
Retention of records of digital communication 
A variety of records retention methods are used by county staff who work with social media content.  These methods range from contracting retention through a social media vendor, relying on tools native to the social media or digital communication site itself, storing copies of social media entries as electronic or paper records, or using an off-the-shelf product/service like PageFreezer to capture daily snapshots of web and social media sites.  Some agencies that are using the King County Electronic Records Management System (KC ERMS) reported that they retain copies of social media and digital communications in KC ERMS.  
A description of the methods used to retain records of digital communication to meet applicable records retention requirements broken down by type of digital communication is included as appendix C.
Searching digital communication to meet applicable public record disclosure requirements
Most agencies that post information on social media sites report either using the search functionality available on those sites, using the tools native to the repositories used to store those records (whether shared drives, KC ERMS, Outlook, paper copies, etc.),or manually searching through the posts. Agencies using a third-party tool or system to generate or store digital communications or social media posts use the search functionality built into those tools or systems to search for records. Derek Belt, Social Media Specialist, has produced handouts to assist county employees in searching Facebook and Twitter. The records management staff will be including that information in their training sessions. Others use web-based search tools, such as Google or Bing, to search for posts. Screen captures stored in PageFreezer are searched either manually or using the search function of that system. Descriptions of the methods used to search records of digital communication to meet applicable public record disclosure requirements are broken down by type of digital communication and included as appendix D.
Lessons learned
Records retention
When records management staff reviewed the records retention strategies and practices outlined in the responses to requests for information for this report, they identified opportunities for improving both awareness about records retention requirements and practices to ensure compliance with those requirements. As part of the countywide records management initiative records management program staff have embarked on awareness-raising efforts, including trainings and individual coaching on best practices. As of December 2013 the countywide records management initiative has signed service level agreements with 12 agencies: Departments of Executive Services-Records and Licensing Services Division, Natural Resources and Parks, Transportation, Community and Human Services, Information Technology (KCIT), and Adult and Juvenile Detention, the Office of Law Enforcement Oversight, King County Auditor, King County Ferry District, Board of Equalization/Appeals. Two-hundred twenty-six county employees attended general user and/or subject matter expert training in 2013. The records retention issues identified in this report are being addressed by ongoing training and the educational materials used in countywide records management initiative and the pending Executive Policy on management of King County public records. The PowerPoint for the Setting the Records Straight training is included as appendix E. The draft policy is included as appendix F.
Public record disclosure requirements
While reporting agencies showed an awareness of the search functionality of the digital communication tools they used and reported strategies for searching for records to respond to public records requests, the inconsistent understanding of records retention requirements is an area of concern and a continuing opportunity for improvement. Here again, records retention issues will be addressed by ongoing training and educational materials used as part of the countywide records management initiative process and communication plan for the roll out of the Executive Policy on management of King County public records. These trainings will be done in the context of public disclosure compliance, in addition to records retention compliance. 
[bookmark: _GoBack]Conclusions
King County agencies use digital communication in a variety of ways. Specialized applications facilitate business processes, gather statistics on effectiveness of social media tools, and provide access to legislative materials. Tools in general use are used for communication with both internal and external customers, partners and stakeholders; to conduct county business; engage the public; distribute general information, news, advisory messages and alerts; educate and inform constituents, internal and external customers, partners and stakeholders; market county services; and conduct media relations.
There is a continuing countywide need for education on records management best practices and records retention requirements, which will be addressed as part of the ongoing countywide records management initiative. Those education efforts will facilitate and enhance searches for records to respond to public records disclosure requests. 


Appendix A
Usage by Groups
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Appendix B
Forms of Digital Communication Used

Accela 
The Department of Permitting and Environmental Review uses the Accela software to record notes about reviews, track status and hours billed for individual permits. 

Accela Citizen Permitting Portal
Is a citizen access portal to research general building information and records for engineering, fire, licenses, planning, critical areas, code enforcement and real estate services.

Bitly
Bitly is a communication tool used by Assessments, the Departments of Natural Resources and Parks and Public Health between staff and for public communication.

Blogs
The Departments of Executive Services, Natural Resources and Parks, Transportation, and Public Health use blogs as communication tools to provide timely news, information and alerts to the public.

Cell phones
The King County Sheriff’s Office uses cell phones to take photographs for case files.

Digital Voicemail 
The Lync system is used for internal and external telephone calls and voicemail, and includes virtual meeting and messaging capabilities.

E-Appeals
The Board of Equalization and Appeals uses E-Appeals to allow people to file appeals online.

Electronic Newsletters
The Departments of Adult and Juvenile Detention, Community and Human Services, Executive Services, Natural Resources and Parks, Transportation, Permitting and Environmental Review, Public Defense and Public Health electronic newsletters (e-newsletters) are used to provide news and information internally to county staff and for general communication with customers, partners and the public. District Court has a newsletter to communicate with staff. The Legislative Branch uses electronic newsletters for outreach, communications and constituent surveys.

Email
Email is used throughout the County for internal and external communication across county government with employees, customers, constituents, partners, and stakeholders to conduct county business, distribute general information, advisory messages and alerts, respond to requests, and share information. The Department of Adult and Juvenile Detention (DAJD) uses a Google email account for access to Google Analytics. As the DAJD website prepares for migration by the end of 2014, one of the costless research tools available is Google Analytics, which requires a Google account for access. Gmail will allow the migration committee member in DAJD to conveniently communicate with eGov members, who are providing expertise to assist with the migration. Google Analytics is a service offered by Google that produces statistics/record tracking about a website's traffic, traffic sources, visitors from all referrers (such as search engines and social networks) and direct visits, etc.  Having this information will help to better understand how the public accesses the department's website, and in turn, help the department more efficiently update its website to better serve the public. 

Facebook
Facebook is used by County agencies to share news and information about county services, conduct media relations and engage with the public. The Department of Executive Services, Finance Business Operations Division uses Facebook to promote the Employee Giving Program and to interact with the charitable organizations that participate in that program. E-9-1-1 uses Facebook to promote the proper use of 9-1-1 system, educate county residents about the program and interact online with other 9-1-1 center and first responder agencies. The Solid Waste Division of the Department of Natural Resources and Parks uses Facebook to encourage increased recycling among residents and businesses in King County. Their King County Green Team program supports clubs and classes in King County schools in their environmental stewardship projects. Department of Transportation uses Facebook to engage with customers, stakeholders and volunteers. Metro Transit plans to use Facebook as a marketing tool that can be leveraged across a broad audience. Road Services uses it to engage with their Adopt-a-Road volunteers. The Council and the Council Districts use Facebook for outreach, communications and to reply to constituent comments. The Prosecuting Attorney’s Office uses Facebook for investigative purposes.

Flickr
Flickr is used to communicate with the public and for the online sharing of photographs.

Google+
The Department of Natural Resources and Parks, Parks Division uses Google+ to communicate timely news, information and alerts.

GovDelivery
The Executive’s Office uses GovDelivery to communicate with members of the public and the media. The Department of Natural Resources and Parks, Parks Division uses it to communicate with the public. The Department of Transportation Airport and Metro Transit Divisions use GovDelivery text messages to communicate with customers. 

Granicus
The Legislative Branch uses Granicus to provide access to King County Television (KCTV) video, including original programming, Council and committee meetings, press conferences, and other events.

Hearing Examiner Proceedings (video teleconferencing)
The Hearing Examiner uses Hearing Examiner Proceedings to conduct conferences and hearings.

Insite/Legisearch
The Legislative Branch use Insite/Legisearch to provide access to proposed and enacted motions and ordinances, other legislative materials, meeting agendas, minutes, and videos.


Instagram
Instagram is used by the Departments of Natural Resources and Parks, Transportation and Information Technology (KCIT) to share photographs and engage with the public. The Prosecuting Attorney’s Office uses Instagram for investigative purposes.

Instant Messaging
The District Courts and King County Sheriff’s Office use instant messaging. Elections and the Prosecuting Attorney’s Office use instant messaging for short non-substantive office communications. The Lync system does not retain instant messages and the Public Records Committee has recommended that Lync instant messaging not be used for substantive business communications.

Intranet Quorum Constituent Management System
The Council Districts use Intranet Quorum Constituent Management System to respond to constituent inquiries, refer constituent inquires to other agencies, and track history of constituent correspondence.

KCTV Channel 22
The Department of Permitting and Environmental Review uses KCTV Channel 22 to broadcast public meetings. King County Television uses KCTV Channel 22 to provide live and taped video of public meetings, media events and pre-produced video content. The Prosecuting Attorney’s Office uses Channel 22 for informational videos.

LinkedIn
The Department of Executive Services uses LinkedIn for job postings. The Department of Information Technology (KCIT) uses it for sharing news and info about county services, posting job openings, and engaging with the public. The Prosecuting Attorney’s Office uses LinkedIn for job postings and communicating with witnesses.

My Space
The Prosecuting Attorney’s Office uses My Space for investigative purposes.

MyState
The Department of Judicial Administration uses MyState to communicate general announcements to staff via email and text message.

Pinterest
The Department of Natural Resources and Parks, Parks Division uses Pinterest to share photographs of events and facilities. The Solid Waste Division shares linked online photos and graphics with the public, specifically things related to EcoConsumer media work.

Road Alerts
Department of Transportation, Road Services Division uses Road Alerts as their road closure email alert system.



RPIN
The Department of Natural Resources and Parks uses RPIN, an opt-in public alert and notification system used by multiple agencies across King and Snohomish counties. Texting capability includes email and mobile devices.

SharePoint
SharePoint is used for staff collaboration on projects and documents, internal communication, links and as a document storage library.

Storify
The Department of Information Technology (KCIT) and the Department of Transportation, Metro Transit Division use Storify which allows multiple social media posts to be aggregated and shared for information and education purposes. Storify collects posts about King County from across social media platforms.

Tagboard
The Department of Information Technology (KCIT) uses Tagboard to collect posts about King County and its services from across social media and sharing news and information sites.

Tandberg video system
The District Courts use the Tandberg video system to communicate with other district court locations for meetings.

Text messaging
The Departments of Natural Resources and Parks, Permitting and Environmental Review and Judicial Administration use text messaging for internal communication between staff scheduling and brief non-substantive communication purposes. The District Courts use text messaging between staff and management. The King County Sheriff’s Office uses text messaging as a method of cell phone communication. The Department of Public Health uses text messaging for public and staff communications. The Prosecuting Attorney’s Office uses text messaging for scheduling and brief non-substantive communication. 

Twitter
Twitter use became more widespread during 2013. It is used for internal and external communications, to post job openings, promote the Employee Giving Campaign, announce meetings, promote programs, provide timely updates for transit disruptions and road projects and closures, to engage voters, and for community outreach. The Council uses Twitter for outreach, communications and to reply to constituent comments.

Vimeo
Vimeo is used by Assessments, Departments of Natural Resources and Parks, Information Technology (KCIT) and Public Health, and the Executive’s office primarily as a video communication tool to share timely news, information and alerts.



Websites
Many agencies use websites to provide general information about the agency, business processes, personnel changes, resource links, news releases, and public meeting notices. The Department of Assessments, District Courts, Elections, King County Sheriff’s Office and the Departments of Adult and Juvenile Detention, Community and Human Services, Transportation, Permitting and Environmental Review, and Public Defense, all report having websites. The Department of Assessments uses their website to report personal property business assets for tax purposes as required by State law. They also have video streaming on their website to disseminating information to the public about property value processes and a web based email to allow taxpayers to submit requests for information and ask questions. The District Court website provides information, forms, contact information for all district court locations and links to online payments and other criminal justice agencies. Court calendars are posted daily, master calendars posted 90 days in advance.  Elections uses their site to push general information, voting instructions, election results (current and historical), voter’s guides, contact information, news and events. The King County Sheriff’s Office uses their internet site for community outreach and their intranet site for internal communications. The Department of Adult and Juvenile Detention’s website provides information regarding inmate housing, charges, and communication options.  It also contains general information on DAJD history, statistics, news, PREA (Prison Rape Elimination Act) as well as resources for former inmates returning to the community.  DAJD receives and responds to approximately 520 customer service requests via the King County Website on an annual basis. The County Auditor uses its website to deliver information about: King County Auditor’s Office Strategic Plan; Auditor’s Work Program Projects; Reports from audits, Capital Projects Oversight reports, Performance Management reports, and Community Forums reports; an overview of the Capital Projects Oversight program; and overview of the Community Forums; the Auditor’s Office role in promoting countywide Performance Management; Auditor’s Office annual reports and newsletters. The Council uses its website to provide news, legislative materials, King County Code, committee information and agendas, issue focused content, and a portal to Councilmembers and independent agencies.

YouTube
The Departments of Community and Human Services, Natural Resources and Parks, Transportation, and Public Health use YouTube for communication with the public. The Council uses YouTube to occasionally spotlight videos generated by KCTV related to public meetings. KCTV posts new stories, forums and meetings for the public to access. The Prosecuting Attorney’s Office uses YouTube for investigative purposes. The Prosecuting Attorney’s Office posts informational videos on YouTube.








Appendix C
Methods of Records Retention

Accela and Accela Citizen Permitting Portal
Department of Permitting and Environmental Review reports that records generated by Accela and Accela Citizen Permitting Portal are stored by the vendor.

Bitly
Assessments reports that their communications staff retains urls collected by Bitly via screenshots and an Excel spreadsheet for social media links.

Blogs
Department of Natural Resources and Parks (DNRP) Parks Division and Department of Transportation Metro Transit report using WordPress to retain blog records. DNRP Solid Waste (SWD) retains their blog posts on the SWD website. Other agencies keep theirs online.

Cell phones
Individual Deputies in the King County Sheriff’s Office are responsible for attaching photos taken with their cell phones to the appropriate case files.

Digital Voicemail
The Lync system stores digital voicemail messages as an audio clip in individual email inboxes. The Departments of Adult and Juvenile Detention and Community and Human Services, the Legislative Branch and the Prosecuting Attorney’s Offices use approved records retention schedules to manage digital voicemail messages. The Ombudsman retains voicemail messages in the county’s email system. Messages related to Ombudsman case work are stored in the Ombudsman Case Management System (CMS) database.

E-Appeals
E-appeals uses a program called Petition.exe, which uses a database that is shared by Board of Appeals and the Assessor. When appeals are filed, an email alert is generated and the data is stored in the system. All materials are also printed out and retained on paper. 

Electronic newsletters
Electronic newsletters are stored in a variety of ways: PDF files in the creator’s active folders, retained in network files until filed in the King County Electronic Records Management System (KC ERMS), on SharePoint and with vendors such as GovDelivery and Constant Contact. The Legislative Branch posts HTML versions of electronic newsletters online, the newsletters are stored in the GovDelivery database and maintained on a local drive.

Email
Email messages are stored in a variety of ways: retained on the Department of Information Technology (KCIT) Enterprise Exchange Server until a specific user deletes the information from that location or until the user exceeds their maximum space allocation of 1 gigabytes of storage; retained as Outlook PST (personal storage table) files; PST files are stored on network file servers; some users file their email messages in the King County Electronic Records Management System (KC ERMS) according to approved records retention schedules.  Records filed in KC ERMS data are stored on Department of Information Technology (KCIT) supported network servers. Agencies the reported using KC ERMS are: Departments of Adult and Juvenile Detention, Community and Human Services, Executive Services Alternative Dispute Resolution, Natural Resources and Parks, Elections, County Auditor, the Legislative Branch and the Prosecuting Attorney’s Office. The Auditor’s Office stores audit project email messages on their network shared drive. The Hearing Examiner retains email messages on County servers via an internal database, Legal Files, in which each email is associated with a subject matter file folder. The Ombudsman retains email messages on the Exchange Server and in Outlook Personal Folders. Messages related to Ombudsman case work are stored in Ombudsman Case Management System (CMS) database. 

Facebook
Most agencies with Facebook pages rely on Facebook to retain the information they post. The Department of Executive Services Finance and Business Operations and Office of Emergency Management, and the Department of Natural Resources and Parks Wastewater Treatment Division take occasional screen prints of their Facebook pages and save them as PDF files. King County Sheriff’s Office takes screenshots of their Facebook page on a quarterly basis. The Department of Transportation Metro Transit and Road Services Division, the Executive’s Office, and Council use PageFreezer to capture their Facebook pages. The Department of Transportation Transit, Market Development downloads Facebook data into an Excel spreadsheet. The Prosecuting Attorney’s Office saves relevant materials in their case files.

Flickr
Agencies using Flickr rely on Flickr to store their photographs and comments made about them. The Department of Transportation and the Department of Natural Resources and Parks, Parks Division also store their photos offline.

Google+
The Department of Natural Resources and Parks, Parks Division stores records in their Google+ profile.

GovDelivery
GovDelivery’s database stores all emails and newsletters and tracks all outbound text messages sent to subscribers.

Granicus
The Legislative Branch relies on Granicus Inc. to store all videos under contract.

Hearing Examiner Proceedings
The Hearing Examiner retains official audio recordings on Council servers via an internal database, Legal Files, in which each digital file is associated with a subject matter file folder.

Insite/Legisearch
The Legislative Branch relies on Granicus Inc. to store all Insite/Legisearch content under contract. Additionally, the Clerk of the Council retains hard copies. 

Instagram
The Department of Natural Resources and Parks Wastewater Treatment Division and the Department of Transportation Metro Transit Division post copies of photographs to Instagram. The original photographs are retained onsite. The Department of Information Technology (KCIT) relies on Instagram to retain photos and comments posted to Instagram. The Prosecuting Attorney stores relevant materials in their case files.

Instant messaging
Instant messages are not retained.

Intranet Quorum Constituent Management System
The Council stores all correspondence and data within the locally hosted Oracle database.

KCTV Channel 22
KCTV retains the KCTV Channel 22 broadcasts in the Granicus System Archives.

LinkedIn
Agencies rely on LinkedIn to store all content and comments. The Department of Executive Services Business Resource Center makes a notation in NeoGov of LinkedIn postings. The Prosecuting Attorney saves posts in project/case files.

My Space
The Prosecuting Attorney’s Office stores relevant materials in case files.

MyState
Department of Judicial Administration relies on MyState to retain its postings.

Pinterest
Photos posted to Pinterest are retained by Pinterest and in offline photo galleries.

Road Alerts
The Department of Transportation Road Services Division retains their road alert records in a database and in Outlook.

RPIN
No retention method reported.

SharePoint
The Department of Community and Human Services’ final documents are saved outside of SharePoint and retained according to records retention schedules. The Department of Permitting and Environmental Review staff manages SharePoint content.

Storify
Storify stores all content.

Tagboard
Tagboard stores all content.

Tandberg video system
No retention method reported.

Text messaging
The King County Sheriff’s Office and the Department of Public Health rely on their service provider to retain text messages.

Twitter
Most agencies reporting Twitter usage rely on Twitter to retain the records. The Department of Natural Resources and Parks Wastewater Treatment Division periodically takes screenshots of their Twitter feed and stores them as PDF files. The Executive’s Office, Department of Transportation (DOT) Metro Transit and the Council use PageFreezer to capture their tweets. DOT Metro Transit also saves their tweets in Excel. DOT Rideshare Operations takes a screenshot when something is removed. The screenshots are posted on OneNote. Councilmember Joe McDermott’s Office saves Tweets weekly in a Microsoft Word document which is stored on the local server. The Prosecuting Attorney’s Office stores Tweets in a Microsoft Word document.

Vimeo
Most agencies rely on Vimeo to retain content. Assessments retains copies on their internal site which are backed up by their video vendor.

Websites
Assessments uses Oracle on a King County server to retain the personal property records posted on their website. Email messages received from the website are stored in Outlook. Assessments also take screenshots of their website. The Department of Community and Human Services retains the originals of the newsletters they post on their website per records retention schedules. DCHS and the Department of Transportation also use PageFreezer to capture their website records. Department of Permitting and Environmental Review staff manages records posted to their website. Neither District Court nor Elections reported a retention method. King County Sheriff’s Office said their website records are managed by the Department of Information Technology (KCIT). The Department of Public Defense retains their website records in the Director’s Office electronic folder. All of Auditor’s records for the Web page are electronically stored on the Council’s server on the Auditor’s Office shared drive and in Sitecore. PageFreezer.com captures daily snapshots of the Council, the Council Districts and the Independent Agencies’ websites. Additionally, Council Communications has saved a variety of noteworthy historical content on local drives. 

YouTube
The Departments of Natural Resources and Parks (DNRP), Transportation and Public Health rely on YouTube to retain content. DNRP Solid Waste Division (SWD) Eco Consumer content is retained on the SWD website as well as on YouTube. The Department of Community and Human Services Content designs YouTube content to be "evergreen" for long playback. Video removed from play would be retained according to appropriate records retention schedule. The Prosecuting Attorney saves relevant materials in case files. KCTV videos that are posted to YouTube are also stored in the Granicus system.







Appendix D
Search Methods Used

Accela and Accela Citizen Permitting Portal
Database allows for searching by permit number, date range, permit type, project name and status.

Bitly
No search method reported.

Blog
Department of Natural Resources and Parks (DNRP) Parks Division and Department of Transportation Metro Transit and Road Services Division search their blog posts using the Wordpress dashboard search function. DNRP Solid Waste Division searches their website or does an online search using Google or Bing. The Department of Public Health uses PageFreezer to capture blog posts. 

Cell phone 
King County Sheriff’s Office searches the Case file (RMS) and/or Photo Lab Database.

Digital voicemail
Assessments uses the County’s email system to search by telephone number and date received. The Department of Adult and Juvenile Detention uses both Outlook search tools and the King County Electronic Records Management System’s (KC ERMS) search tools. The Department of Community and Human Services saves the voicemail with a key word in the file name to enable searching. District Court does a folder search. The Department of Transportation searches by subject and category. The Department of Permitting and Environmental Review searches by caller ID. King County Sheriff’s Office’s Legal Unit Personnel retrieve email as needed for Public Disclosure, litigation, or investigation purposes. The Department of Public Defense searches by caller but does not save their voicemail messages. The Legislative Branch searches Outlook for voicemail messages. The Ombudsman searches Outlook or the Ombudsman’s Case Management System.

E-Appeals
The Board of Equalizations/Appeals searches hard copy files for requests. Their database also contains reporting and searching functions, which may be utilized once the system is fully implemented.  

Electronic Newsletters
The Departments of Adult and Juvenile Detention, Natural Resources and Parks and Public Health did not report a search methodology for their electronic newsletters. The Department of Community and Human Services uses keyword searches in Outlook and KC ERMS. The District Court searches SharePoint. The Departments of Transportation and Public Defense search by keyword on King County servers. The Department of Community and Human Services searches the designer’s files by subject, content, date, user and sender. The Council’s electronic newsletters are available online or via a Windows search of the local files.

Email
Assessments and the Department of Permitting and Environmental Review uses the county email system to search by email address, subject or date. In the Department of Adult and Juvenile Detention (DAJD) employees search their own folders utilizing the search function in Windows.  Documents are then forwarded to the DAJD’s Public Records Coordinator for review. The Department of Information Technology (KCIT) creates a copy of the employee’s entire Outlook and personal drive files.  The DAJD Public Records Coordinator then conducts a search utilizing standard Outlook and Windows search functions. The Public Records Coordinator uses standard search functions for files maintained in KC ERMS. The Department of Community and Human Services does keyword searches. The Department of Executive Services Alternative Dispute Resolution accesses records stored in personal files by name or subject search. District Court uses Outlooks search function. The Department of Natural Resources and Parks and the Department of Transportation (DOT) Marine Division did not report a search methodology. DOT Airport and Metro Transit Divisions use GovDelivery’s search functions. Elections and the Prosecuting Attorney’s Office use Outlook and KC ERMS search functions. The Executive’s Office and the Department of Information Technology (KCIT) search Outlook by date. The Department of Judicial Administration uses automated searches as needed and when public records requests are received. King County Sheriff’s Office Legal Unit Personnel retrieve email as needed for public disclosure, litigation, investigation purposes. The Department of Public Defense (DPD) does keyword searches on DPD and county email servers. The Auditor’s Office and the Legislative Branch do an Outlook, Windows or KC ERMS search. The Hearing Examiner searches the Legal Files database. The Ombudsman does an Outlook, Windows or Ombudsman Case Management System search. 

Facebook
Assessments and the Department of Natural Resources and Parks (DNRP) Hazardous Waste did not report a search methodology. The Department of Executive Services Finance and Business Operations Division searches their Facebook timeline and reviews their screenshot PDF files. DNRP Parks, Solid Waste, Water and Land Resources and Wastewater Treatment Divisions, the Department of Transportation (DOT) Metro Transit, the Council and Council Districts search Facebook online. DOT Rideshare Operations searches Facebook online and also searches their OneNote files. DOT Road Services, the Executive’s Office, Departments of Information Technology (KCIT) and Public Health search PageFreezer. DOT Transit, Market Development would search their Excel Facebook files for the appropriate key words. King County Sheriff’s Office searches the folder where quarterly screenshots are filed. The Prosecuting Attorney’s Office locates and searches the case file.

Flickr
Agencies using Flickr search Flicker online. The Department of Natural Resources and Parks, Parks Division also searches its offline gallery using keywords. The Department of Transportations also searches for the original photographs internally.

Google+
The Department of Natural Resources and Parks, Parks Division searches its Google+ profile.

GovDelivery
Agencies using GovDelivery search GovDelivery’s database for records.

Granicus
Legislative Branch videos are searchable via the website by program name, keyword, or manually. 

Hearing Examiner Proceedings
The Hearing Examiner searches their Legal Files database for Hearing Examiner Proceedings.
Insite/Legisearch
Insite is a publicly accessible tool for searching these materials. 


Instagram
The Department of Transportation Metro Transit searches both their hard drives and Instagram. The Department of Information Technology (KCIT) searches Instagram photographs by date. The Prosecuting Attorney’s Office locates and searches the case file.

Instant Messaging
Lync instant messages are not stored by the system and are not searchable.

Intranet Quorum Constituent Management System
Intranet Quorum has built in search functionality used by the Council Districts.

KCTV Channel 22
Department of Permitting and Environmental Review (DPER) posted audio files are also posted on the DPER website, and are searched with free internet audio editing programs. King County Television manually searches by date, committee name or program name through the Granicus system. The Prosecuting Attorney’s Office locates and searches videos broadcast on Channel 22.

LinkedIn
The Department of Executive Services Business Resource Center does not search for LinkedIn records. The Department of Information Technology (KCIT) searches LinkedIn by date. The Prosecuting Attorney’s Office locates and searches the relevant project or case file.

My Space
The Prosecuting Attorney’s Office locates and searches the case file.

MyState
The Department of Judicial Administration searches MyState message history as needed.

Pinterest
The Department of Natural Resources and Parks searches Pinterest, does online searches or searches its offline gallery via keywords.

Road Alerts
The Department of Transportation searches Outlook for Road Alerts.

RPIN
No search methodology was reported for RPIN.

SharePoint
Agencies using SharePoint search by keyword, subject, date and users.

Storify
Agencies using Storify search Storify online.

Tagboard
The Department of Information Technology (KCIT) searches Tagboard by date.


Tandberg video system
No search methodology reported.

Text Messaging
District Court and the Department of Natural Resources and Parks, Parks Division did not report a search methodology. The Department of Permitting and Environmental Review would search individual devices if messages were retained. King County Sheriff’s Office is looking for a long-term solution. Their current provider provides limited short-term tool to pull text messages. The Department of Public Health searches an available web interface.

Twitter
Assessments, the Departments of Executive Services (DES) Business Resource Center, Natural Resources and Parks (DNRP) Director’s Office and Hazardous Waste, and King County Sheriff’s Office did report a search methodology. DES Finance and Business Operations and Human Resources Division, DNRP Solid Waste, Department of Transportation (DOT) Airport, County Auditor, Council’s Public Information Officer, and Councilmembers Hague, and Dunn search Twitter. DNRP Parks searches their Google+ profile. DNRP Wastewater Treatment Divisions reviews its files on servers. DOT Metro Transit searches both Twitter and their Excel files. DOT Rideshare Operations search their Twitter page and in their OneNote documents. DOT Road Services searches online. Elections cannot search posts for keywords or phrases because Twitter lacks that search capability. The Executive’s Offices and the Department of Public Health search PageFreezer for their Twitter posts. The Council searches Twitter or PageFreezer for Twitter Posts. The Prosecuting Attorney’s Office and Councilmember McDermott’s Office search their Word documents.

Vimeo
Assessments and the Department of Natural Resources and Parks (DNRP) Public Affairs did not report a search methodology for Vimeo. DNRP Parks searches their Google+ profile. The Executive’s Office and the Department of Information Technology (KCIT) searches Vimeo by date. The Department of Public Health searches the Vimeo website.

Websites
Assessments searches their Oracle server for the personal property business asset information posted on their website. Email messages received from Assessments website are searched by email address, subject or date. The Department of Adult and Juvenile Detention did not report a search methodology. The Department of Community and Human Services does keyword searches. Department of Transportation searches PageFreezer. The Department of Permitting and Environmental Review conducts searches using subject, content, date and user search terms. Elections uses the general county website search functions. King County Sheriff’s Office reported no search methodology.  The Department of Public Defense searches by keyword. The Auditor’s Office searches their network drive or uses Sitecore to search. The Council, Council Districts and the Legislative Branch search using PageFreezer.com archives either manually or using search functions or search locally archived content using both Windows search and manually. 

YouTube
Agencies using YouTube search the YouTube website as necessary. KCTV also searches Word files of hard copy scripts. The Prosecuting Attorney’s Office locates and searches case files.
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Welcome



Thank you so much for coming today



Staff Introductions



Even though we haven’t been with the County very long, word on the street is that you have been through similar records management efforts in past.  



Anyone here been around for that?



We are a different team and we are absolutely committed to helping this office achieve its records management goals



Agenda for Today



The countywide records management initiative what is it and what it means to you



What you as a county employee needs to know about your records management responsibilities



We are going to look at examples of the tools we are going to provide to help you manager your records and look at a video demonstration of the KC ERMS



And lastly we will talk about some you can take know to get ready and put your records management house in order



We have a hour and half to get through this very full agenda.  And we will be happy to answer as many questions as we can along the way but if we run short of time please know that you can contact us with questions at any time and I promise that this is not the last time you will be seeing us.  So don’t panic thinking you have to learn everything today. 



We’ll be back
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Top Down Records Management Initiative

Records management tools: 



Records retention schedules

File plans

Training

Access to the KC ERMS tool

And More!

























So, this year the Archives, Records Management and Mail Services section has garnered support from the Executive’s Office for a new records management initiative. The goal of the initiative is to supply every department, division, section and unique functional work group with the tools needed to implement records management best practices in their offices.  



Your Section Manager, Dr. Mueller, has signed an agreement with us in the records management program to provide you with these services and products. 



So under this agreement we are going to provide 

Records Management Training  - that’s what we’re doing right now



We are developing a department specific records retention schedule for your section that  lists what records you have an how long you need to keep them



We will work with your office to develop a file organization plan that will show how your records are organized



And we are going to provide you all will access to the Electronic records Management System and we are going to train you how to use it.  



We are going to talk about heac of the tools in more detail later in the presentation but, does anyone have any questions about the initiative at this point?
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Records management 

Overview 
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Why Records Management 

Records are a key resource in the operation of King County.  



The records we create in the course of daily business…



Facilitate and sustain day-to-day operations



Support activities such as budgeting and planning



Assist in answering questions about past decisions and activities



Should be made available in the event of public disclosure requests



Preserve the County’s institutional memory



















So, why do we need to care about the records management



There are lotes of really excellent business reason for managing records well



We rely on them to do the work we were hired to do



Help us understand why decisions were made and what the outcomes where so we don’t have to keep repeating unsuccessful history



We as a county are an organization committed to transparency.  We want to be able to demonstrate the valuable work we are providing to the public and show that we are managing tax payer resources well and we do that document our work in records



And, we want to make certain that we  preserving the county’s history by preserving our archival records so that they will be accessible to future generations
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 And 
It’s the Law…..

WAC 434-610-020

                            Code of Federal Regulations

                                                         RCW 40.14.060

        WAC 434-663

                                         WAC 434-640-020

 King County Code

                                                        RCW 40.14.010 

       Washington Administrative Code



             WAC 434-662                  Revised Code of Washington





















Mostly we need to management records because it’s the law.  As much as I could go on and on about how important it is to manage records simply because we are good people and it’s the right thing to do



The real reason I’m here – and the records management program is here is because there are literally a million laws out there related to the management of records we must comply with



Well …. Maybe not a million but lots anyway



For the most part – this not something you need to worry yourselfs about



This is what we records managers stay up at night fretting over but I do want you to be aware of just a few of these



The Revised Code of Washington RCW 40.14.010 states records cannot be disposed of without a State approved records retention schedule



RCW 40.14.060 states that anyone who willfully destroys a records in an unlawful manner can be punished with 5 years in prision of a $1000 file or both.  



My personal goal as the County’s records and information manager is that no one goes to jail on a records violation on my watch – NOT ONE SINGLE PERSON.  So no disposing of records without an approved retention period and no midnight shredding parties like our friends an Enron held



The other two I want you to be aware of is Washington Administrative Code (WAC) 434-662 which says that electronic records must remain an electronic record in the format it was created in for it’s entire retention period 



And last but not least WAC 434-663 which sets out scanning requirements.  If you want to dispose of paper records after scanning them be sure to contact us first.  We have a prcess in place to ensure we are complying with this WAC
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Risks of Not Managing 
YOUR Records















What happens if we don’t manager our records



Well – from the looks of this poor women we will be buried alive or driven to madness



Look at her  - she is clearly at the end of rope



And you know I’ve seen offices that look just like this 



Don’t let this happen to you
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Risks of Not Managing 
YOUR Records

Failure to produce relevant documentation during litigation or public disclosure requests

Fines or Jail time 

Failure to comply with County policy

Inability to make sound decisions 

Loss of efficiency and productivity on the employee’s behalf

All of this results in loss of government transparency and money 















There are of course serious consequences



Bullet 1 – 3 - We are required by law to produce all responsive records, in any format in the event of a public records request or a discovery request. Failure to do so means we are breaking the law. The penalties can range from fines to jail time. (example of extreme – Destroying files during legal or PDR hold,) 



Bullet 4 – In order to make good decisions, you need all of the facts. If you cannot find records you may miss out on key pieces of information that could alter your course of action. 



Bullet 5– 6 Take a moment to think about how much time you spend looking for information.  Now consider the reasons why the information was difficult to find – you forgot what you named a document, weren’t sure where you put it, could not determine if what you did find was the final or draft. Perhaps you never find the record and have to re-create the document all over again. This is why we need to practice records management. 
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Cost of Failing to Provide Responsive Records

43 claims filed from 2000 to 2012:



 6 are open

 23 were closed without payment

 14 were paid, totaling $3,073,323

 Average cost of a paid claim: $219,523



Amount paid to outside vendors for electronic document management during litigation:



  $550,000 from 2009 to 2012

*Information provided by King County Risk Management 













It’s also costing the County lots of money



These scary numbers come to us from Risk Management and these are actual costs incurred by King County in response to public record request penalities



These figures do not account for King County staff time spent resolving these issues.   Can you image what that figure would be if we tracked that?
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Recent Litigation 

















In this clip I’m about to show you a Judge recently ruled that King County Sheriff’s Department acted in bad faith when it failed to reveal damaging emails to the family of a man who was left paralyzed by a deputy's actions. 



The victim’s family argued that it should have been told about the emails documenting the part of Deputy’s troubled history before it agreed to a $10 million settlement.



The judge agreed with the family and levied a $300,000 penalty against the County, payable to the victim. The judge also said a future hearing will be held to determine if even more damages should be awarded to the family. The family has actually been awarded and additional $1 million in damages a negotiated amount representing the additional value of the case based on the information contained in the previously undisclosed records.  King County paid $178,000 in plaintiff’s attorney’s fees, and King County paid $149,344 in outside counsel to defend the Sheriff’s Office in this matter.  In total, this records lawsuit cost the county $1,627,344.



Show clip



It is not known if the emails were intentionally withheld but this case illustrates the need to manage our records properly and understand your responsibilities as a public employee. If you have any questions about the public disclosure process you should consult with your Department’s public disclosure officer. 





9



Your Records Management Responsibilities 

          JUST 4 Things – Lucky You!



Create records needed to document your work

Maintain your records in a way that allows them to be easily retrieved and accessed when needed

Retain records for the time required by a legally approved retention schedule

Protect them from destruction during litigation, active public records request, audit or investigation















So what do you need to prevent these situations from happening to you



Well I know that whole managing your records thing can get overwhelming at times but try to keep this in mind



You only have to do four things



Create the records to document the work you are responsible for

Keep them in a way that allows them to be easily found and accessed when needed

Only dispose of records according the retention required stated in your records retention schedule

Do not dispose of records if they are needed in response to a current public disclosure request, audit or investigation or a current or imminent litigation action.



I promise you if each us did these four things



Our productivity would go up because we would not spending our valuable time looking for the information we need like a needle in the haystack



The county would not have to shell out thousands upon thousands in records related penalties



And we wouldn’t be called out on the evening news for poor records management practices 
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Record Lifecycle and Responsibilities



Use and 

Distribution

Organization

Maintenance, Preservation and Protection

Destruction or Transfer to the Archives

Collection, Creation and Receipt









County

 Employee

Office 

(Internal Workflow)

Office 

ERMS

(File Plan)

Office

ERMS 

Records 

Center

ERMS

Records 

Center

Archives









Business Function

Who is Responsible





Records Management Tools

Office Tools
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RM Business Activities: Effective and Efficient Records: Creation, organization, security, maintenance, use, disposition



Need to connect to the fact that this is something the USER needs to do on a daily basis



What is a Record
(with retention value)

Results of significant daily activities that support the mission and  objectives of King County

Records are evidence of business transactions

Records preserve the memory and institutional data proving that actions were taken, commitments entered into or obligations carried out

Records with retention value are final and not subject to change. They should be protected, preserved and retained for a definite and distinct period of time 













So, What is a record anyway



Easy – basically anything we care or receive in the course of conducting county business is a county record



But, Not all records are created equally





There are two categories of records that we create 1) records with retention value and 2) transitory records with little or no retention value. 



This is the most important thing I’m going to talk about today – well, maybe the second most important thing



When you learn how to easily distinguish between records you need to retain and records you can simply delete when no longer need them – your relationship with email is going to improve greatly



It really is the key to email survival



OK – so lets talk about this



Records with retention value can not be disposed of until they have met a retention period that is listed on a retention schedule



They are needed to document County’s decisions



It’s Actions, Programs and Projects



They are records that provide evidence of the county’s business transactions



They document how we spent money



They document legal agreements and obligations



Records with retention value don’t change – they are not administrative working files that are in that development stage





Each category needs to be managed differently. The tools I mentioned earlier will help you determine what category your records fall into and I will explain that in further detail later in the presentation. Right now we will discuss the differences between Records with retention value and Transitory Records.
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Examples of Records

Legal agreements of any kind, including contracts, along with supporting documentation

Policy, business planning, performance measurement and budget activities, and supporting documentation;

Work done for King County by consultants and other external resources

Actions and decisions where payments are made or received, funds committed, services delivered or obligations incurred

Drafts that incorporate advice and recommendations made by management, the KC Executive or the Prosecuting Attorney's Office 

Drafts that alter policy decisions or affect the scope, schedule or budget of a project

















Here are some examples



Notice that some draft documents have retention value
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What is a Transitory Record
(with no retention value)

Transitory records have short term value

Not required to sustain administrative or operational functions

Transitory records are not required to meet legal obligations, or to document the decisions or actions of your office

Transitory records should be destroyed as soon when no longer needed

Transitory records should not be filed with your final records 



















Transitory records on the other hand only have short term informational value and can and should be  routinely destroyed when no longer needed



The key point to remember about transitory records is that they are not needed to document county actions, decisons, projects, programs or legal obligations

14



Examples of Transitory Records 

Routine Information, KC Global emails, memos regarding holidays or special events circulated to all staff

Insignificant communications or announcements concerning routine administrative or operational matters

Emails regarding issues not pertaining directly to your office or not requiring you to act

Personal emails, handwritten notes and information

Advertisements, external periodicals  

Drafts with editing changes – spelling or grammar, page layout or simple formatting errors

These Records are still subject to litigation and public disclosure if they have not been destroyed 













Here are some examples



You will find a lot of these types of records living in your email box
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Public Records Format 	

State law requires that records be retained in their native format. This means that records created electronically must be retained in their original electronic format.							

This includes but is not limited to:  	

 Word documents			

 Excel spreadsheets

 E-mail communications

 PDF files				 



WAC 434-662-040, http://apps.leg.wa.gov/wac/default.aspx?cite=434-662-040

















The last thing about records that I need to tell you about is that a record is record regardless of format.  If it documents county business conducted by a county employee it’s a record.  It doesn’t matter if the decisions what written on napkin or if an announcement about a county service was transmitted via a tweet it’s a record.  



And it wasn’t that long ago that I could tell people that if it was too hard to retain their electronic records electronically they coulld just print them out and file them or they convert their email to a word document or a pdf and keep them that way 



None of those options iare acceptable now



WAC 443-662 and currently case law now require us to keep electronic records electronically for their required retention period



Am I the only one in the room who longs for the days of the cuneiform tablet? 





16





   While cleaning out your network drive, you discover a folder of reports from other Parks and Recreation departments such as Detroit, Chicago and Santa Fe.  



Are these records with retention value?



			 □ Yes			 □ No





Quiz 1: Keep or toss?















No, other agency reports are reference materials only and can be disposed when the office no longer needs the materials. 
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Your department has a Facebook page and the public can post comments or questions. 



Are the comments a record that should be retained?



			□ Yes			 □ No







Quiz 2: keep or toss?













Yes! How do you save them and what is the retention value? A County Facebook page should be set to receive email when someone has commented or posted an item to the website.   The email should be directed to a kingcounty.gov account and the email should be saved for two years for records retention purposes. 
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While cleaning your office shared drive you discover some old electronic files from a former employee that has left the County.



Are these records that should be kept?



□ Yes			 □ No







Quiz 3: keep or toss?	













Yes, they should be reviewed for applicable records retention periods and disposed of or retained according to their retention schedule 
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A County engineer takes a photo of a County-owned bridge undergoing construction.

   

    Is this photo a record? 

			

                 □ Yes			 □ No

Quiz 4: keep or toss?













Yes, and it is also has archival value. 
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Program implementation

 































OK – Lets talk about next steps in our quest for records management excellence.  



These are happy people not people leaping to their demise by the way
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Implementation Process 

Records Management training for all staff

Agency Specific Retention Schedules and File Plans

Electronic Records Management System Training

SME first round 

General Users will be trained second

Agency-wide File-A-Thon













We are doing step 1 now



Ryan is currently finishing up your retention schedule and start work on your file organization plan



Then KC ERMS Training



File-A-Thon
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Retention Schedules

Designate the period of time you must keep a record



Retention schedules contain three important elements:



category (record series) title and description

retention period and cutoff date

essential record / archival designation



Retention schedules are approved by the state of Washington.  Adherence with these schedules is required under King County Code 2.12



ERMS is programed with the retention schedules that apply to your work
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Retention Schedule 



















This is an example of a Retention schedule 



The first few lines will contain basic information about your agency -  DDS, physical address, KC ERMS agency Identifier and date the schedule was submitted

The next section will describe your records. Notice under the section 6 header it says “office wide” there will be some categories or types of records that are generated in all or most work units within your division. These retention categories will be available for use to everyone in your office. There will also be categories that may only apply to one unit within the division. Just as we have indicated the office wide categories, we will also identify those that only apply to a specific unit. 



Section 6b will provide a brief description of the records series and the types of records that are contained in that series. 6c explains the minimum amount of time the records must be retained. 6d indicates whether or not the records will need to be transferred to the King county Archives once they are past their retention. Please note: even if your retention schedule indicates that a record series is archival, it will not be automatically accepted into the King County Archives. The archivist will make the determination on a case by case basis. 



Section 6e provides information about who is responsible for the official record. The office of primary copy would be responsible for declaring the record into ERMS. If your office is not the office of primary copy, your copy would be considered secondary and may or may not be managed in ERMS. Your records retention schedule will either state the name of the category as it appears in ERMS or it will state that these records should be managed out side of the system. 

The last column lists the disposition authority number or DAN. This number is assigned by the state of Washington as a unique identifier for each records series. 

24



File Plan 

A file plan is classification scheme describing the following:



Different types of files maintained in your office

How they are identified

Where they should be stored (ERMS, shared drive, file cabinet)

How they should be indexed for retrieval

ERMS structure















 

The file plan is used for both physical and electronic records and will also reference how long the documents should be retained. 





Last point – retention information is spelled out in more detail in the retention schedule but is added to the file plan for convenience. 
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File Plan

















KC ERMS Structure
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KC ERMS

Securely store electronic records for their required retention period

Provides a centralized filing area for records

Follows a structured file plan (category/matter/folder/document)

Preserves the integrity of records; they cannot be changed or deleted until they are eligible for disposition

Be able to hold records in case of legal action

Accessible through Outlook or the Web

We will be able to find stuff!
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Subject Matter Experts
(SME)

SME will be trained to perform the following functions in ERMS:



Matter Creation 

Selecting Retention Categories 

Creating Folders

File and Search the System





In addition to being system experts, SME provide on-going help to office staff with the use of KC ERMS. They will also: 



Verify that ERMS is installed correctly on each desktop

Assist in the development of the office file organization plan

Coordinate the office File-A-Thon















So, who does what



You have two of best SMEs in the business.  Honestly, I’ve seen a lot of SMEs and Debbi and Margee are the best and they are going to make the ERMS piece of this project so easy for the rest of you.  You are in really good hands.  



This is what their job is
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General User – That’s You!

General users will be trained on the following: 

How to declare records into the system

How to navigate the system and run searches

Shortcuts to make filing faster

Techniques on how to manage your records  throughout their lifecycle, that will make declaring records into ERMS seamless















The General Users primary responsibility in ERMS is to file their records into the system. 
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How to Prepare for ERMS

Start cleaning now!

Make a filing appointment with yourself

Remove transitory documents (non-records)that are no longer needed

Delete empty folders and consolidate folders where possible (e-records)

Let your email organize itself by using Outlook Rules
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How excited are you?





















May not be entirely clear right now but, this is a good thing.  



I know that you are busy with the real work you were hired to do and it’s not easy to fit in yet another task in your day but, we cannot continue on the records management path we are on



We know what the current state looks like



We are completely overloaded with information, we have thousands about thousands of email messages in outlook, we can find what we need when we need it



People leave the county and what are we doing with those records?  - nothing good



The county is shelling out millions to settle record penalties – there are better uses for that money



But if we all do our part, things will get better



Imagine a email box with no more than 10 email messages in it



Knowing exactly how to organize your information and where how to find it



We can do this – we believe in you



Before I let you go I want you write down one thing you are going to do today to improve records management in your world



It could be anything – start small



It could be 



Deleting 10 transitory email messages from your inbox



Or making an appointment with yourself to do some filing



Or deleting all of the empty “New Folders” out of your network drive



Or creating an outlook rule to autofile a record you get frequently
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Who do you call for help?

Your Subject Matter Expert is your first point of contact for all ERMS and general records management questions



Additional Assistance:



Records Management



	206-477-6889 (general line)

	records.management@kingcounty.gov  (email address)

	http://kcweb/archives/default.aspx  (website)



The website includes further help regarding:



retention schedules (http://kcweb/archives/retention_schedules.aspx);

ERMS information (http://kcweb/archives/erms.aspx);

training materials (http://kcweb/archives/training.aspx);

quick tips (http://kcweb/archives/pubs.aspx)
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Title Document Code No.

Management of King County Public Records
INF 15-4 (AEP)

Department/Issuing Agency Date Signed
Department of Executive Services, Records and Licensing Services Division, Archives, Records
Management and Mail Services Section (ARMMS)

Approved

Dow Constantine, County Executive

Printed Name Signature

1.0 SUBJECT TITLE: Management of King County Public Records
1.1 Effective Date:

1.2 Type of Action: New

1.3 Key Words: Records, Archives, Public Records, Records Management, Records Retention, Disposition, Records
Destruction, Public Disclosure, Digital Records, Native Format, Electronic Records, King County Electronic Records
Management System, KC ERMS, Preservation, Archival

2.0 PURPOSE:

This policy provides the framework to ensure that King County’s records are effectively and efficiently managed throughout their
lifecycle in accordance with records management law, regulations and best practices. This policy also establishes responsibilities
for fulfillment of these requirements, as well as outlining accountability measures to ensure compliance. Records are valuable
assets essential to the operation of King County government. Records provide employees with the information they need to carry
out King County’s programmatic and administrative mission and are evidence of the County’s work. Records demonstrate the
responsible management and expenditure of public funds and document the historical development of King County government
for future research. Additionally, effective records management and preservation practices support transparency and open
government by providing county staff, customers, partners, and the general public with access to these official public records and
the valuable information they contain.

3.0 ORGANIZATIONS AFFECTED:

The audience for this Policy includes all King County offices, departments, officials, employees, boards, commissions,
committees, and the members of the boards, commissions or committees, volunteers, or similar entities as well as contractors and
grantees, all of whom have legal obligations under the authorities stated in section 4.0, regardless of whether they are also subject
to any other records management policy.

4.0 REFERENCES:
4.1 RCW 40.10 Essential Records

4.2 RCW 40.14 Preservation and Destruction of Public Records

4.3 RCW 40.16 Penal Provisions for the Intentional Destruction of Public Records
4.4 RCW 42.56 Public Records Act

4.5 WAC 434-615 Custody of Public Records

4.6 WAC 434-640 Methods of Records Disposal

4.7 WAC 434-662 Preservation of Electronic Public Records

4.8 WAC 434-663 Imaging Systems (Standards)

4.9 King County Code 2.12.035
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Effective Date: Page 2 of 3
5.0 DEFINITIONS:
5.1 Agency Records Officer:

“Agency Records Officers” are the individuals appointed by the Agency Director to work with the King County
Records Management Program to establish and implement records management best practices within their agency.

52 Archival Records:

" Archival Records" are records designated in a records retention schedule and/or appraised by the County Archivist
as having enduring historical value and/or a research use beyond the use for which the record was created.

53 Electronic Records:

"Electronic Record" means any record that exists on electronic (analog or digital) media. Examples include, but are
not limited to: e-mail messages and attachments, audio/video recordings, electronic documents, digital images and
databases.

54 King County Archives:

"King County Archives" is the repository operated by King County where archival records are collected, preserved
and made accessible to the public. The King County Archives is designated as the official repository of the County's
archival records, (King County Code 2.12.035). Records transferred to the King County Archives become the
property of the King County Archives.

55 King County Electronic Records Management System (KC ERMS):

“King County Electronic Records Management System (KC ERMS)" is an electronic information system used to
manage the inventory of inactive physical records stored at the King County Records Center and a repository in
which the County’s inactive electronic records are collected, organized and categorized to facilitate their
preservation, retrieval, use and legal disposition.

56 King County Records Center:
"King County Records Center" is the official repository of King County’s inactive physical records. It is a facility
operated by King County with responsibility for the controlled storage of inactive records and the disposition of
records at the end of their retention period. Records stored in the Records Center remain in the legal custody of the
agency that created or received them.

57 King County Records Management Program:
“King County Records Management Program” is the program responsible for providing tools, resources and
education needed to implement records management best practices countywide. The King County Records
Management Program serves all offices, departments, boards, commissions, committees or similar entities of the
County and records shall be managed and disposed of in accordance with this program.

58 Records Retention Schedules:

“Records Retention Schedules” are legal documents that outline the management, preservation and disposition of

public records.
6.0 POLICTES:
6.1 All records created or received in the course of County business are and remain the property of King County.
6.2 Each department shall appoint an Agency Records Officer to implement records management best practices within
their agency.
6.3 Each Agency Records Officer shall develop and provide oversight for the records management program within the

agency, ensuring that records management practices adhere to the most current version of the Records Management
Manual available from the executive department responsible for archives and records management functions, unless
granted an exemption by the King County Public Records Committee for legitimate business reasons.
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6.4 Each department shall properly file and organize all records created or received in the course of business regardless
of format.

6.5 Compliance with records retention schedules is mandatory on the part of all departments and employees.

6.6 Each department shall properly dispose of inactive physical and electronic records in accordance with approved legal
records retention schedules and related County policies and procedures.

6.7 No records shall be disposed of or removed from County custody without proper authorization.

6.8 No records shall be destroyed that are necessary for compliance with the Public Records Act, audit, investigation
and/or legal action while the subject of any public records request, audit, investigation and/or legal action.

6.9 No record with a disposition designation of Archival or Potentially Archival-Appraisal Required shall be destroyed
without prior appraisal and approval by the King County Archivist.

6.10 The King County Electronic Records Management System (KC ERMS) shall serve as the official repository of King
County’s inactive electronic records, unless granted an exemption by the King County Public Records Committee for
legitimate business reasons.

6.11 Each department shall use the King County Records Center for storage of inactive physical records, unless granted
an exemption by the King County Public Records Committee for legitimate business reasons.

6.12 Each department shall use the King County Archives as the official repository for King County’s Archival Records,
unless granted an exemption by the King County Public Records Committee upon recommendation of the County
Archivist.

7.0 PROCEDURES:
7.1 Procedures for these policies are detailed in the King County Records Management Manual. For the most current

version of the manual, contact the executive department responsible for archives and records management functions.

8.0 RESPONSIBILITIES:

8.1

82

83

8.4

85

8.6

8.7

8.8

9.0 APPENDICES:

None

Implementation: This policy becomes effective for Executive Branch agencies on the date it is signed.
Implementation shall be spearheaded by the Public Records Committee and Operations Cabinet. Separately elected
officials shall be encouraged to treat this as a model policy and adopt a similar policy for their own agencies.

This policy shall be maintained by the executive department responsible for archives and records management
functions. Changes to the policy may be proposed by the Archives and Records Management Program in the Records
and Licensing Services Division of the Department of Executive Services, the Public Records Committee or
Operations Cabinet.

This policy shall automatically expire five years from the date on which it becomes effective. A new or revised
policy shall be initiated by ARMMS prior to the expiration date.

The Assistant Deputy County Executive or successor is responsible for holding department directors accountable for
records management compliance in their agencies.

The King County Records Management Program is responsible for reporting department level records management
compliance to the Assistant Deputy County Executive and the Operations Cabinet quarterly.

The Agency Records Officer shall lead, plan and manage the records management program in his or her department
and report at least quarterly to the department director the status of that department’s compliance with records
management mandates.

The King County Records Management Program shall develop records retention schedules for County agencies in
accordance with all applicable laws, regulations and best practices.

King County employees shall create and maintain records that document the conduct of business in their offices.
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