Appendix S: Business Plans — I-Net, Radio Communication Services

Business Plans for the two projects below.

e [-Net
e Radio Communication Services
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e End to end network performance monitoring

« Management of end to end fiber network maintenance with both third party
vendors and OIRM NSO staff

e Maintenance of switched network edge and other supported equipment
o Configuration management

e Plant management of King County owned fiber

e Last mile fiber repair

e Provision and maintain the Internet network access point (INAP)
configuration

6.3. THIRD PARTY VENDOR TECHNICAL SUPPORT

Verizon, Comcast, and Ericsson provide additional operational support for [-Net.
These third party vendors perform primary technical support and installation
responsibilities for the following sub-functions: For vendor support contact
information see Section 7.
Comcast

e Construction of most new I-Net fiber infrastructure

« Maintenance of points of presence (POPs) and most fiber

e Comcast owned fiber repair

Verizon
e Reseller for all I-Net Ericsson equipment
e Maintenance contracts for I-Net Ericsson equipment

Ericsson
e Monitoring switches on a 24 x 7 x 365 day basis
e Incident reporting and tracking
e Equipment manufacturer of the core and edge equipment
e Equipment manufacturer of the video conference equipment
e Equipment repair and upgrade

6.4. CUSTOMER PROVIDED TECHNICAL SUPPORT (LAN)

Customers perform primary technical support responsibilities for the following
sub-functions:
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o Customers are responsible for troubleshooting and monitoring their
network components up to the network demarcation line.

e Design, deploy, maintain and operate customer premise equipment (for
example, routers and switches)

e Troubleshooting premise equipment

« Point of contact for end users and basic on-site troubleshooting of
connectivity

N

. VENDOR TECHNICAL SUPPORT OPERATIONS AND
CONTACTS

Note: The vendor contact information has been blacked out in this section, since it is only for
internal use by I-Net support staff.

COMCAST:

Most of the I-Net fiber infrastructure and hub facilities are part of the Comcast
(formerly TCI, AT&T, and now Comcast Broadband) fiber system. As part of their
franchise and their lease agreements, Comcast has responsibility for
maintenance and repair of its fiber plant and hub facilities, such as power,
security, and air conditioning. King County will maintain county equipment
located at Comcast hub sites.

Local Management Center (LMC) for any Comcast Operations
Requirements:

Comcast Eniineerini and Construction Contact:

Denver Monitoring Center
Hub access procedures and contact information for Comcast Hub Supervisors is
listed in separate documents due to security requirements.

Page 151 of 174



Office of Information Resource Management
I-Net Operations and Maintenance Plan

7.1. I-NET ACCESS AND INTERACTION WITH VENDORS

COMCAST:

Non-Emergency Condition:

= Service Affecting Changes: I-Net will receive a Comcast “Service Method
of Procedure” (SMOP) work notification form, this is the same method
used in all previous installations.

= Non-Service Affecting Changes: standard, procedural tasks, such as
adding an I-Net patch cable, do not require an SMOP.

Emergency:

= Comcast’s Head End Supervisor should be contacted during normal
business hours or local NOC, |l after-hours. Comcast
Operations will respond within 30-45 minutes from time of emergency call
request for hub entry access.

7.1.1. NortiFicATION OF ComcAST WORK OUTAGES

Comcast will notify the King County NOC of planned outages at least 80 hours in
advance of the work. The King County NOC has been added to Comcast’s
SMOP distribution list for work notification. A category called “I-Net” has also
been added to the SMOP summary under “Services Affected”. NSO has review
privileges on those SMOPs and King County’s NOC must respond with an
approval/rejection e-mail vote. In addition, a designated Comcast “I-Net Fiber
Contact” who is familiar with the I-Net fiber runs will also review proposed work
and act as a liaison on I-Net’s behalf. This contact is the Comcast NOC.

7.1.2. ComcAST FIBER REPAIRS

If, in the course of troubleshooting an incident, King County‘s NOC concludes
that the issue may be with the Comcast fiber or facilities, they will call Comcast’s
Operations Center to report the incident and request testing and/or repairs.

= Broadband Services Assurance Center (BSAC) in Fife does call routing
and dispatch for maintenance and emergency repairs. To report incidents

or request repairs:
. They will issue a work order and

coordinate work and SMOPs with the FSA Operations group that handles
all physical plant repairs. ||} . O'RM's liaison in the
Engineering and Construction group, should be notified of any fiber
outages and necessary repairs. The Fiber Specialist will coordinate
outside plant fiber repairs.
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= Comcast will send a fiber specialist out to troubleshoot and repair breaks;
fiber repairs are done on 24 x 7 basis. The Comcast local NOC will keep
NSO Operations apprised of the status and repair time.

= King County has provided Comcast a fiber restoration list indicating

priorities as to which fibers should be re-spliced first in case of a physical
break.

NON-COMCAST VENDORS:

Washington State Department of Information Services (DIS):

= Alternate Data Center

= Inter-Governmental Network (IGN)

City of Seattle Department of Information Technology (DolT)

= Level 3ISP

= Pacific NW GigaPOP/Internet 2

Sabey / Intergate:

r

Hop One:

= Contact either of Hop One’s two NOCs [ GGG
]

For redundancy, both lines are double-routed. Their two
Network Operations Centers have senior network engineers on duty 24 x
7 x 365.
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7.1.3. OTHER FIBER

King County also manages a non-Comcast outside fiber plant. This
infrastructure has been developed over many years and comprises fiber installed
by the county as part of past projects and fiber obtained via other franchises such
as PFL, Level 3, Millennium Digital, and WorldCom. This plant has a mix of fiber
repairs, including fiber fully managed and repaired by the franchise, split
responsibility between the owner and the county, and fiber fully managed and
repaired by the county. It is dependant upon the terms of the franchise or other
use agreements. OIRM Network Services currently manages fiber usage
requests. Technical staff provides support for fiber documentation, moves,
additions, changes, new construction, repair, and new franchise negotiation
support.

7.1.4. SECURITY

All I-Net hubs are located inside secure, limited-access facilities, providing a high
level of physical security. The circuit-oriented nature of an ATM network
inherently provides a high level of data integrity. Physical security of the I-Net
racks and cabinets located at the customer’s location(s) will be the responsibility
of the customer. The customer is responsible for securing its computer resources
against all unauthorized access or usage.

7.1.5. ComcAsT HuB ACcCESS PROCEDURES

Access to all Comcast hubs will be provided to approved NSO staff members.
7.1.6. OTHER HUB ACCESS PROCEDURES

Access to all other (non-Comcast) hubs will be provided to approved NSO staff
members based upon business needs.

8. KING COUNTY NETWORK OPERATIONS
PROCEDURES

8.1. NETWORK MANAGEMENT SYSTEM (NMS)

Network Management System (NMS) Operating and Maintenance Procedures
and other NMS-related instructions are stored in the |-
Net\Operations\Procedures and Standards folder. For security purposes they
are not included here.
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8.2. SwircH SET-UP AND CIRCUIT PROVISIONING PROCEDURES

Internal procedures are stored in the I-Net\Operations\Procedures and Standards
folder. For security purposes they are not included here.

8.3. SuPPORTAND TROUBLESHOOTING PROCEDURES

Internal procedures are stored in I-Net\Operations\Procedures and Standards
folder. For security purposes they are not included here.

8.3.1. NETWORK MONITORING

The Network Operations Center (NOC) actively monitors the state of the network,
for example; alarms and errors, bandwidth, utilization, and trending. The
Network Management System is a combination of HP OpenView Network Node
Manager (NNM) with Ericsson’s ServiceOn Data (SOD) product for system
monitoring, alarm management, and circuit provisioning. Inventory management
functions use both spreadsheets and OIRM’s asset management database in
conjunction with ServiceOn Data inventory tracking functions. Configuration
management is currently provided by Tripwire for Network Devices. Performance
monitoring is provided by a combination of Multi-Router Traffic Grapher (MRTG)
and Computer Associates’ eHealth applications. The trouble ticketing system
used to document incidents and work orders is HEAT by Front Range.

Technical staff provides coverage for the NOC, NSO’s Operations Center, during
normal business hours, Monday through Friday from 0700 to 1700, and for after
hours support. After hours coverage is described in the After Hours Support
Duty section, as well as Appendix B: OIRM Service Desk/Computer Operations
I-Net After Hours Support Procedure and Incident Response Procedure.

Two staff members are dedicated to the NOC from 0700 to 1700, Monday
through Friday. They cover all of NSO functions and the cost is split through
OIRM accordingly. A NOC shift consists of monitoring network status and
responding to incidents and customer calls.

This includes:

= Answering the NOC phone, fielding customer questions, and initiating
customer incident reports and other requests

»= Monitoring the NOC e-mail inbox and responding as necessary
» Logging all incident reports and calls

» Monitoring the NMS alarms and maps for system status

= Troubleshooting incidents and escalating as necessary

= Bringing in further technical support expertise as needed
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= Performing miscellaneous documentation or update tasks as needed
» Reviewing Comcast SMOPs for work potentially affecting I-Net service
= Gathering network utilization information to ensure reliability

= Communicating with Ericsson Network Services regarding any alarms,
outages, etc.

8.3.2. AFTER HOURS SUPPORT DUTY

After hours support duty will function similar to the KC WAN procedure.
Technical staff is assigned to an After Hours Support (AHS) rotation. The AHS
rotation is for seven (7) days, starting 0700 Monday to 0700 the following
Monday. On weekdays, each person is on call from 1700 until the following
morning at 0700. On weekends, they are scheduled from 1700 Friday until
Monday morning at 0700. When a holiday falls on a Monday, the transfer of
duties will occur Tuesday morning at 0700. The flex shift will provide most
technical assistance during the evening hours, but may call on the AHS staff
member as needed anytime after 1700.

The AHS staff will carry the “after hours” cell phone during non-business hours.
They must be available to call the customer back within 30 minutes of the
customer’s call to the NOC. The AHS staff member will troubleshoot after hours
incidents either from home, work, or on-site as necessary. In order to transfer
duty to the next AHS person on Monday morning, they will fill out the status log
regarding all pending issues having occurred during the shift and any relevant
incident report numbers.

Calls to the NOC’s main phone, (206) 263-7000, will forward upon no answer to
the OIRM Service Desk during weekday business hours and to OIRM Computer
Operations during after-hours. Appendix B provides the call procedure.

8.4. INVENTORY MANAGEMENT

NSO staff is assigned as the primary inventory point of contact and maintains the
I-Net master inventory. This staff member also works with the OIRM asset and
inventory manager to assure that equipment data is reconciled. All new, retired
or returned (RMA) equipment flows through this mechanism. Internal procedures
are stored on the OIRM file server. For security purposes they are not included
here.

8.5. DRAWING MAINTENANCE

As-built drawings from Comcast are in .dwf (read-only) format. Internal drawings
are done in Visio. Ongoing maintenance and preservation of the as-built

drawings will be performed by responsible technical staff members. The as-built
enhancement will be a part of any changes made by either a work order request
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and/or participation in a project. The guideline on how and when the as-built will
be generated, enhanced and/or created is identified in a project, work order,
and/or integration procedures.

8.6. NETWORK SOFTWARE MAINTENANCE PROCEDURE

Configuration files of all switches are automatically backed up nightly via Cron
Script. The files are stored in the I-Net\Operations\Procedures and Standards
folder. For reasons of security, they are not included in this document.

8.7. SERVICE METHOD OF PROCEDURE (SMOP) HANDLING PROCEDURE

Internal procedures for evaluating and responding to Comcast SMOPs are stored
in I-Net\Operations\Procedures and Standards folder. For reasons of security,
they are not included in this document.

8.8. NETWORK AccEss PoINT (NAP) PROCEDURE

Internal procedures are stored in the I-Net\Operations\Procedures and Standards
folder. For security purposes the have not been included here.

8.9. CHANGE MANAGEMENT PROCEDURE

NSO Operations will utilize the King County OIRM Change Management and
Change Notification procedures as stated in Appendix C. [-Net network
changes will typically fall into three basic categories:

= Emergency changes: Geared at preventing customer impacting incidents.

= Customer generated changes: Service-related changes requested by the
customer.

= Internally generated changes: Changes planned by the engineering
support staff due to network improvements, upgrades, new equipment,
maintenance, etc.

8.10. INITIATION OR CHANGE REQUESTS

All requests for circuit additions or changes must come from the Primary Contact
for the customer and be on a signed Connectivity Change Request Form as
provided in Appendix A. The change request will be evaluated by the county to
assess engineering issues. The county will also determine whether the change
is a no-cost change under the customer’s contracted service or an additional cost
item. If it is an additional cost item, the additional costs must be noted as
required in contract documents and coordinated through OIRM financial
management staff so the customer may be properly invoiced.
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8.11. CIrRcuITS: TYPES AND APPROVALS

Circuits will not be activated until appropriate approvals have been received, as
defined below.

8.11.1. INTRA-AGENCY CIRCUITS

Requests for circuits where both ends are in sites owned or controlled by the
same customer require only the approval of the Customer’s Primary Contact.

8.11.2. INTER-AGENCY CIRCUITS

There are two potential types of inter-agency circuits:
e |-Net Site to I-Net Site

Inter-agency connection requests require the approval of the Primary Contact of
each customer involved in the circuit connection.

e |-Net Site to External Agency

Connection requests between the customer and an external service provider or
organization must originate with the customer. The county will facilitate the
connection between the two via the |-Net NAP or as worked out with the
customer and its provider.

8.171.3. CIRcUIT CHANGES

All requests for circuit additions or changes shall be in writing from the customer.
A work order will be generated based on this request. A Connectivity Change
Request Form is provided in Appendix A. The change request will be evaluated
to assess engineering issues and to determine whether the change is a no-cost
change or is an additional cost item. If it is an additional cost item, it must be
approved in writing by the customer and the cost will be added to their bill. The
county will typically provision new ATM circuits within ten (10) days of receipt of a
signed change request order and I-Net engineering approval of the change.

8.11.4. NETwork Access PoINT (NAP) PoLicy

I-Net has a Network Access Point (NAP) that is the interconnection point
between |-Net customers, the connection point with our Internet Service
Providers, and is a peering point for local transit peering agreements in which we
participate. Due to the criticality of the NAP, a limited group of specially trained
technical staff has the privileges to make changes to these systems.
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9. APPENDIX A: I-NET CONNECTIVITY CHANGE
REQUEST FORM

Date of Request:
Customer Agency:
Requestor’s Name:

Please indicate if you are the Primary or Backup Contact for this Agency:
Primary Contact:
Backup Contact:

Please provide a brief description of the request:

Sites involved in change (please include site name and address, I-Net site
number if known):

Duration of Change (permanent, or if temporary please state duration dates):
Permanent:
Temporary:

» Duration (for temporary changes):

Note: All change requests must be submitted by either the Customer Agency’s
Primary or Backup Contact and will be implemented per the terms of their I-Net
Contract.

Signature Date

This form should be emailed to the inet.operations@KingCounty.gov
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10. APPENDIX B: OIRM SERVICE DESK/COMPUTER
OPERATIONS I-NET AFTER HOURS SUPPORT
PROCEDURE AND INCIDENT RESPONSE
PROCEDURE

A. Introduction

The following is the basic procedure to follow for |-Net calls that come into the
Customer Service, Service Desk, or the Computer Operations Center. This
document will cover:

e General Information

o Calls During Business Hours
o After Hours Calls

« Escalation

B. General Information

All I-Net contracts include service level and response time agreements, so
customer service is an important issue, and Customer Service/Service
Desk/Computer Production Ops participation is critical to our success. All sites
are supported on a 24 x 7 basis.

Note: King County I-Net has both Internal King County government (a.k.a. KC
WAN) sites and External non-King County government sites (examples are King
County Library system, school districts, etc.) The procedure for dealing with these
two categories of customer is different. Please read the following sections
carefully!

The approximately 35 I-Net core hub locations, the “ATM backbone”, and
associated electronics are installed and functional. Most of these are at Comcast
hub locations. In addition, there are currently approximately 219 plus customer
sites that are in active use with data and/or voice circuits, including the King
County Library System, KC WAN, City of Seattle (Seattle Public Utilities) and
suburban cities such as Bellevue and Snoqualmie. More will be brought on line
on an ongoing basis as customer contracts are put in place. A list of potential
customer agencies that may be calling in has been provided. Further information
can be seen at http://www.kingcounty.gov/business/oirm/inet.aspx.
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The NSO NMS is in place to monitor the I-Net network in the combined NOC area
on the 24" floor of the Seattle Municipal Tower and e-mail and telephone numbers
are:

NSO Operations

Voice: (206) 263-7000

Email: inet.operations@KingCounty.gov

(Listed in Outlook Address book as INET Operations)

e The NSO Operations Center (NOC) phone will have staff assigned to
answer calls Monday-Friday from 0700-1700.

e This number rings forward to the Customer Service/Service Desk upon no
answer (See Subsection C that follows) or to the 24" floor Computer
Operations after hours (Subsection D).

Section C: Calls During Monday through Friday business hours (0700-1700), will
typically apply to the Service Desk staff, who will receive calls if the NOC number
is busy or not answered before the call is forwarded.

Section D: After Hours Calls (Monday through Friday 0700-1700 or weekends) will
mainly apply to the 24" floor Computer Room Production Control staff, who will
receive calls if the NOC number is busy or not answered before the call is
forwarded, which will typically be the case for after-hours calls.

C. Mon-Fri Business Hours (0700-1700) Calls:

This section will mainly apply to the Service Desk staff, who will receive incident
calls if the NOC number is busy or not answered before the call is forwarded.

I-Net Customer Types:
= Internal customers are King County government (KC WAN supported
sites: King County Departments such as Adult Detention, Public Health,
Transportation, Natural Resources, etc.) sites or

= External customers are non-King County government sites (examples are
King County Library System, school districts, suburban cities, Seattle Public
Utilities, etc.)

When a customer call is received regarding a network incident, transfer the call to
the NOC at (206) 263-7000. They will begin troubleshooting the issue.

Go to Step 2 below.

A list has been provided of the potential customer groups/agencies and their
associated sites to help you determine their category.
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1. Take the caller’s information and create a HEAT ticket. Give the
customer/caller the HEAT ticket number.

General Call Response: Someone should be answering the NOC phone during
these hours; if it has forwarded to the Customer Service/Service Desk it means
they are on the phone or missed the call. Tell the customer you will forward the
incident to NSO technical support staff for resolution. Service Level Contract
timing requires NSO staff to call the customer back within 30 minutes. Please ask
them to call NSO Operations again if they don’t get a response from the NSO staff
within 30 minutes. If challenges occur with contacting an NSO technical support
person continue beyond 30 minutes, please use the escalation section below as it
provides NSO management contact information. Some customer contracts may
vary for response time and other special circumstances, so refer to the individual
contract when applicable.

Call Category/Call Type = I-Net

Please collect the following basic information from the caller:
Name

Organization or Agency

Callback number

Site or locations affected

Brief description of incident

2. E-mail the ticket information to the following:

To: I-Net Operations

CC: Clif Yarbrough: Clif.Yarbrough@KingCounty.gov
Mark Van Horn: Mark.VanHorn@KingCounty.gov
Darryl Hunt: Darryl.Hunt@KingCounty.gov (notification only)
Customer Account Representative: (Vacant)

3. Critical Calls
If the call is critical (customer’s service is down or drastically impacted), call the

NOC number again to try to reach the I-Net staff immediately. If unreachable,
escalate immediately to NSO management.

Page 162 of 174



Office of Information Resource Management
I-Net Operations and Maintenance Plan

4. Escalation

Contact the NSO Operations Center at (206) 263-7000, and ask them to contact
an NSO management staff member in the following order:

The NOC Supervisor
NSO Network Services Supervisor
Operations Manager

Network Services Manager

D. After Hours Calls (Mon-Fri 0700-1700 or weekends):

This section will mainly apply to the SMT 24™ floor OIRM Computer Operations
staff who will receive calls if the NOC number is busy or not answered before the
call is forwarded, which will typically be the case for after-hours calls.

1.

Determine if the customer is Internal or External:
Internal customers are King County government sites

External customers are non-King County government sites (examples are
King County Library System, school districts, suburban cities, Seattle Public
Utilities, etc.)

If the customer is Internal, contact the NSO KC WAN AHS support staff
first, as you do with other KC WAN sites. This document is not meant to
change their current support procedures. If, after troubleshooting, they
determine that the incident appears to be with I-Net service, KC WAN staff
will contact the After Hours Support staff member for I-Net and work to
resolve your problem. If challenges occur with contacting the AHS person,
please see the escalation section. This section provides NSO
management contact information.

If the customer is External, go to Step 2 below.

A list has been provided of the potential customer groups and their
associated sites to help you determine their category.
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2. Take the caller’s information and create a HEAT ticket

General Call Response: After getting all the appropriate information, tell the
customer you will page AHS technical support staff. All I-Net sites are supported
on a 24 x 7 basis, requiring I-Net to call the customer back within 30 minutes or as
specified in service level offering identified in the customer’s contract. Please ask
them to call I-Net Operations again if they do not get a response from the AHS
support staff within 30 minutes.

Call Category/Call Type = I-Net

Please collect the following basic information from the caller:
Name

Organization or Agency

Callback number

Site or locations affected

Brief description of incident

3. E-mail the ticket information to the following:

To: Inet.Operations@KingCounty.gov

CC: Clif Yarbrough: Clif.Yarbrough@KingCounty.gov
Mark Van Horn: Mark.VanHorn@KingCounty.gov
Darryl Hunt:  Darryl.Hunt@KingCounty.gov (notification only)
Customer Account Representative: (Vacant)

4. Call the customer back with the ticket number and incident
resolution update.

5. Call the AHS Staff person:

As with other OIRM groups, the AHS staff can be reached via cell phone 24 x 7.
Please contact the OIRM Operations Center and inform them of the situation
and they will contact the AHS staff member to work with the customer and
troubleshoot the incident.

6. After-Hours Escalation:

Contact the OIRM Operations Center at (206) 263-7000 and ask them to contact
an NSO management staff member.
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11. APPENDIX C: OIRM CHANGE MANAGEMENT
PROCESSES

e Change Administrator: Nancy Bergstrom
E-mail: Nancy.Bergstrom@KingCounty.gov

e Changes are projects or activities that alter the operating environment of the
King County computing environment. Major and significant changes are
reviewed by the Change Advisory Board (CAB) every Tuesday morning in the
Chinook Building’s 7 floor Lime conference room.

e Changes should be submitted for review to the Change Administrator by the
Friday prior to be included in the meeting agenda.

e Project originators and their managers should plan to attend the CAB to
discuss their project on the following Tuesday.

e Meetings are not held if no meeting actions are required.

Requestor

1. All changes start with a plan.

« Non-emergency plans should take place on the weekend or during the
regular maintenance window.

e Use the plan template on
http://nocdocs/changemgmt/Shared%20Documents/Forms/Allltems.aspx

v Project Name, Date, and Originator Details

v' Type of Change: maintenance, upgrades, corrective actions, etc. (see
form).

v Project Priority and Severity: The project requestor should make the
original determination based on the potential impact if the work is not
done or if there is a problem as a result of the work.

v Description of work

<\

Benefit/Justification

v Impact if project work is not approved

Page 165 of 174



Office of Information Resource Management

v' Back-out plan should the plan fail
v' Risk if Change fails

The categories are listed in the Figure C-1 below:

I-Net Operations and Maintenance Plan

Figure C-1: Project Priority and Severity Work Flow/Notification

Priority/ Risk Documents Review and Approval
Severity
Low risk, Create Change | Manager approval only
Minor limited form and HEAT
disruption ticket
Risk to large Create Change | Change Advisory Board
Significant group or form and HEAT | (CAB) approval
number of ticket
site(s)
Risk to large Create Change | Change Advisory Board
Major group or form and HEAT | (CAB) approval
number of ticket
site(s)
Risk of failure Create Change | Changes will first be
Emergency to all or most form and HEAT | reviewed and approved

staff. Must be
completed
quickly

ticket

by top level
management. Final
approval of the
Emergency Change will
be by Mark Van Horn,
Operations Mgr/Change
Mgr

2. Log into Heat

o Create the new Change ticket and attach King County Change
Management Form or e-mail your completed copy of the Change Form to
the Service Desk at esc@kingcounty.gov

« Whether you create the ticket or the Service Desk does, note the HEAT
ticket number. Forward the information to the Change Administrator via e-
mail at Nancy.Bergstrom@kingcounty.gov.
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3. Work your request

e Minor changes will be approved by your manager. Work can begin per the
manager’s timeline.

A. Projects requiring Change Advisory Board (CAB) approval should be
submitted to the Change Administrator by Friday for review on the
following Tuesday by the CAB. Approved work can be undertaken on
the following weekend.

e Approved Changes will be added to the CAB Calendar
http://nocdocs/changemgmt/Lists/Calendar/Change%20Calendar.aspx

e At the approved time:
v Notify those impacted that the change activity is beginning

v" Implement the change according to the plan and note any
discrepancies

v Follow up with any actions items as a result of the change activity

e Close the HEAT ticket
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APPENDIX D: CUSTOMER WELCOME LETTER

Date: March 28, 2008
To: King County |-Net Customers
From: The King County Office of Information Resource Management,

Network, Services and Operations (NSO)
Subject: Welcome to I-Net!

Thank you for being a King County I-Net customer. We welcome you to our all
fiber broadband network. The Office of Information Resource Management’s
(OIRM) Network, Systems and Operations (NSO) staff are committed to providing
you with both excellent technical and customer service.

This letter provides a brief summary of our support procedures to let you know
what to expect and how to communicate both critical and non-critical issues with
the appropriate I-Net staff members so we may provide you with the best possible
customer service. Your I-Net contract contains technical support and service level
information. If you have not had an opportunity to do so yet, please obtain a copy
of your I-Net contract and familiarize yourself with relevant sections, such as the
appropriate use policy, defined contacts, change requests, etc.

Critical Communications:

Please contact the OIRM Operations Center on a 24 x 7 basis to report all critical
incidents or critical support issues that require an immediate response:

NSO Operations Center (also called the NOC)
Voice: (206) 263-7000

E-Mail address: inet.operations@KingCounty.qov

The OIRM Network Operations Center is staffed by NSO technical support
Monday through Friday from 0700 — 1700 (PST/PDT). Calls are automatically
forwarded to the 24-hour King County Computer Operations Center if the call is
not picked up or if it is after regular business hours (night/weekends).
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Please mention the following when you call:
e That you are a King County I-Net customer
e Your name and callback phone number
e That you are reporting a trouble call from [your organization]
o Brief description of the incident and its location

For an after-hours call, King County staff will take your information and open up a
HEAT ticket and assign your call an incident number. Once the staff members
provide you with the incident number, they will call the NSO After Hours Support
(AHS) staff via cell phone and give them your callback information.

You should receive a callback from NSO technical support staff within 30 minutes.

If not, please call again, (206) 263-7000, and ask them to page the AHS person
again or escalate the issue.

Non-Critical Communications:

For all non-critical issues or questions, please contact the I-Net Customer Account
Representative. The I-Net Customer Account Representative is here to serve as
your first point of contact with I-Net. Hence, this would include most I-Net
communications, including non-critical technical issues, E-Rate and business
issues, billing information, contract communications, and marketing and sales.
Your I-Net Customer Account Representative will ensure your communication is
routed to the proper I-Net support staff and track I-Net’s response to your issue.

I-Net Customer Account Representative, (Vacant)
Voice: (206) 263-XXXX

E-mail address: XXXX@KingCounty.qgov.

Should your |-Net Customer Account Representative be out of the office or
otherwise unreachable for a timely reply, please contact:

Network Services Supervisor, Lori Dickneite
Voice: (206) 263-7851

E-mail address: Lori.Dickneite@KingCounty.gov

The above staff can also be reached by dialing our receptionist during normal
business hours at (206) 263-7997 and the business communications contacts can
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be reached during non-business by dialing the OIRM Operations Center at (206)
263-7000.

Customer I-Net contract contains technical support and service level information.
Please read the relevant sections in your contract for a more detailed explanation.
A few of the major support items are summarized here:

System Availability

Our service level target is for customer circuits to be up and operating
satisfactorily at least 99.9% of the time, not included in this calculation is
scheduled maintenance time.

Maintenance Window

Regularly scheduled maintenance means non-emergency upgrades and
maintenance and repairs that are not the result of an emergency. Scheduled
maintenance procedures may be performed on Sunday mornings between 06:00
and 09:00.

Outage Notification

King County will notify customers of scheduled outages at least seventy-two (72)
hours in advance for planned network outages when the outage will affect the
customer. We will endeavor to notify customers of emergency outages and
repairs as soon as possible. Updating your contact names as they change will
help us keep our notification lists current, so we can notify the proper people in
your organization.

Incident Reporting and Work Order Request Process

e Your end-users should not call the NOC. Please have your end users
report incidents to your agency’s Information Technology (IT) organizations
per your existing internal procedure. They can then troubleshoot the
incident, and if an initial analysis indicates trouble with the I-Net service,
your designated technical support contacts should call the I-Net Operations
Center.

e You should reach the NSO technical support staff by using the NOC
number above. See the Incident Management Plan on how incidents are
escalated and resolved.

If you are unhappy with your service and the escalation process did not meet your
objectives, please notify one of the individuals below:

Network Operations Manager, Mark Van Horn,
(206) 263-4516
Mark.VanHorn@KingCounty.gov
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Network Services Supervisor, Lori Dickneite
(206) 263-7851
Lori.Dickneite@KingCounty.gov

Service Charge

If you report an incident and an NSO technical support staff is dispatched to a site
and discovers the incident was not due to a failure in the I-Net system, you may
be assessed a charge for the visit. The charge for this service is $150 per hour,
including travel time, with a minimum 2-hour charge.

Thank you again for becoming a King County I-Net customer. We look forward to
providing you with high quality broadband capabilities and excellent customer
service.
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12. APPENDIX E: SERVICE LEVELS

1. Network Latency
The end-to-end network latency will not be greater than three (3)
milliseconds.

2. System Availability
Customer circuits will be up and operating satisfactorily at least 99.9% of the
time, as measured over each billing period. Scheduled maintenance time is
not included in this calculation.

3. Maintenance Window
Regularly scheduled maintenance refers to upgrades and non-emergency
repairs that are not the result of an emergency. Scheduled maintenance
procedures may be performed on Sunday mornings between 06:00 and
09:00.

Notice will be given to the customer of planned network outages when such
an outage will affect customer. An I-Net Outage Notification list, comprised of
the customer’s designated Technical Contact, will be maintained for this
purpose. The county will notify customer of scheduled outages at least
seventy-two (72) hours in advance. The county will endeavor to notify
customer of emergency outages as soon as possible.

4. Reliability
The |-Net network core is a redundant, failover network. Recovery due to a
network break in the primary ring should not be greater than three (3)
seconds under worst case conditions, with detection and rerouting typically
occurring in approximately one (1) second. |-Net has connections both at the
Westin and Sabey sites for redundant connections to the border environment.

5. Problem Reporting and Escalation Procedure
e End users will initially report problems to their agency’s Information
Technology (IT) organizations per their existing internal policies.

e The customer’s IT personnel shall troubleshoot the problem to eliminate

application, user platform, or other potential problem sources within its
internal network.
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If the customer then believes it is an I-Net circuit problem, the customer’s
designated Technical Contact(s) shall contact the OIRM Network
Operations Center.

A work order (trouble ticket) will be created based on the trouble call and
the |-Net troubleshooting process and time clock will begin.

OIRM Operations will provide a Problem Reporting and Escalation
Procedure to the customer and provide the customer with progress and
status information on trouble calls. The customer should receive an initial
callback regarding the status of the problem within thirty (30) minutes of
the initial trouble report.

6. Problem Escalation

I-Net Operations will attempt to begin resolution of most problems within
two (2) hours of the problem report initially being logged and a trouble
ticket being generated. The NOC will notify the customer regarding the
status of the reported problem and the estimated time to repair
completion. The estimated time to repair will depend on the determination
of whether or not the issue is outside the control of OIRM, such as a fiber
or power outage, or within the control of OIRM.

If, after two (2) additional hours, the problem resolution has not been
resolved (within the parameters of the support window and problem
severity), the customer may contact the OIRM Operations Manager to
escalate the problem priority. At this point, the Operations Manager will
assess the internal or external situation, escalate the trouble ticket’s
priority as necessary, and provide a best estimate of time to repair
completion.
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