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Introduction

A key responsibility of the Information Security and Privacy Office is management of the county’s
Security and Privacy Incident Response Plan (SIRP). The SIRP outlines the Security Incident Response
Team (SIRT) activation requirements and incident handling processes. Each year the Chief Information
Security and Privacy Officer prepares a report of the County’s incidents and activities of the SIRT. In
2008 there were no incidents in which the SIRT was activated. As in 2007, several Incidents might have
activated the SIRT. However, analyses determined that the scale of the incidents were small enough that
the SIRT was not necessary and would likely have impaired the resolution process.

Purpose and Audience

This report is prepared as an attachment to the Annual Technology Report to provide metrics on
incident activity and impacts to King County operations.

The intended audience for this report is King County executive management within all departments and
agencies, IT governance and the King County Council.

2008 Security and Privacy Incidents

Types of Security and Privacy Incidents Experienced in 2008

In 2008 a total of 35 Information Security and Privacy Incidents were addressed by the Information
Security and Privacy Office. This is up from 11 for 2007, an increase of 218%. All incidents are divided
into ten classifications as shown in Table 1. This table shows the relative increase or decrease in each
classification and the percentage of change.

Table 1: Incidents by Classification

Incident Classification 2007 2008' Change %Change
Intrusion 2 0 -2 -100%
Denial of Service 1° 0 -1 -50%
Malicious Logic 1 1 0 0%
Probes 0 0 0 0%
Hoax 0 1 +1 +50%
Inappropriate Use of Information Assets 2 15 +13 +650%
Lost or Stolen Information Asset 2 10 +8 +400%
Breach 2° 0 -2 -100%
Unknown 1t 0 -1 -50%
Other 0 7’ +7 +350%

1 Incident counts shown in the table sum to 34. One incident was retracted by the requestor after an incident number was assigned and no
information was provided to classify the incident.

% This incident was classified as a Denial of Service on the basis of the symptoms. At one point malicious logic was suspected, however, no
malicious logic was found on any of the affected devices. Symptoms centered on a denial of service due to excessive CPU utilization.

® One incident classified as a Breach was also a Lost/Stolen Information Asset. The theft of a laptop led to the breach status. Since the breach
was the more critical issue this incident was classified as a breach.

* The cause of this incident appeared to be malicious logic but investigation showed no malicious code present on the suspect device. No actual
cause was ever found.
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Figure 1 shows the distribution of incidents by classification.

Figure 1: Pie Chart of Incidents by Classification
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Incident Response Effort

Beginning in 2008 the Information Security and Privacy Office began tracking the amount of time
occupied by each incident. During 2008 a total of 350 hours were spent in incident response on the part
of the Chief Information Security and Privacy Officer and the Information Security Architect. This
information has also been distributed by classification type as shown in Table 2.

Table 2: Hours per Classification

Incident Classification Hours \
Intrusion 0
Denial of Service 0
Malicious Logic 30
Probes 0
Hoax 3
Inappropriate Use of Information Assets 278
Lost or Stolen Information Asset 31
Breach 0
Unknown 0
Other 8

® These incidents include granting access to employee e-mail accounts and assisting with litigation hold requests.
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Figure 2 Figure 1shows the time distribution of incidents by classification

Figure 2: Time by Classification
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Inappropriate Use of Information Assets is by far the largest category consisting of 15 incidents (43%)
and consuming 79% of the time involved in incident response activities. This is not unexpected due to
increased awareness on the part of HR and IT management regarding the need for and proper handling
of such investigations.

One item of note is the increase in lost or stolen information assets. This category increased from 2 in
2007 (18%) to 10 in 2008 (29%). This is attributed not to more actual losses but to an increased
awareness of the need to report such incidents to the Information Security and Privacy Office.

Security Incident Response Plan Training

In early 2008 the Chief Information Security and Privacy Officer conducted six training sessions for IT
professionals and management on the revised SIRP. Over 200 IT managers and professionals attended
these training sessions. Training for business managers was also developed in 2008 for sessions
scheduled in early 2009.

Identification of Agency Security Leads

In 2008 the Information Security and Privacy Office and the Information Security and Privacy capital
project developed a set of roles and responsibilities for Information Security across the county. As a part
of this effort the role of an agency Security Lead was identified with the responsibility to serve as the
agency’s representative during an Information Security Incident. The Security Lead is responsible to
coordinate agency response to Information Security Incidents and communicate with the SIRT and the
CISPO.
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Conclusions

2008 is the third consecutive year in which the full complement of the Security Incident Response Team
(SIRT) was not activated. The revision of the Security Incident Response Plan (SIRP) in 2007, the
subsequent 2008 training sessions for IT professionals and managers and the identification of Security
Leads places the county in a more strategic position to address Security Incidents without the need for
activation the full SIRT. Plans are underway to provide training and awareness sessions for business
management in early 2009.

As noted in the 2007 Information Security and Privacy Incident Response Report is the expected rise in
inappropriate use investigations. This anticipated increase has been borne out with the statistics shown
for 2008. While considered an “incident” by definition, these investigations have never resulted in the
activation of the SIRT due to the confidential nature of the associated activities. With the recent
adoption of the Appropriate Use of Information Technology Assets Policy and impending awareness
trainings the number of these investigations is expected to continue to increase.

Changes in attack vectors and modes have resulted in a decline in large scale attacks. The attacks of
today are no longer based on disruption but control of endpoints. This makes it even more critical that
endpoint (PCs, Servers, Laptops and other mobile devices) vulnerabilities are appropriately managed.
This means scanning for and mitigating identified vulnerabilities, ensuring that appropriate endpoint
protections (anti-virus, HIPS) are in place, monitored for alerts and managed and these devices are
properly hardened through policy enforcement and user restrictions and protections. In addition,
evidence of such attacks must be monitored via Network Intrusion Detection Systems and Firewalls.

Proper training and awareness of incidents and security and privacy concepts in general is also essential.
Employees, not only IT staff, have responsibilities to protect King County information assets from
inappropriate access and disclosure. They must be properly trained and aware of how their actions can
influence the security stature of King County.
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